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BEFORE THE
NOVA SCOTIA UTILITY AND REVIEW BOARD
OF THE PROVINCE OF NOVA SCOTIA

North American Electric Reliability )
Corporation )

FOURTH QUARTER 2021 APPLICATION

FOR APPROVAL OF RELIABILITY STANDARDS OF THE
NORTH AMERICAN ELECTRIC RELIABILITY CORPORATION

The North American Electric Reliability Corporation (“NERC”) hereby submits to the
Nova Scotia Utility and Review Board (“NSUARB”) an application for approval of NERC
Reliability Standards approved by the United States Federal Energy Regulatory Commission
(“FERC”) during the fourth quarter of 2021 (from October 1, 2021 through December 31, 2021).
NERC requests that the Reliability Standards approved by FERC in the fourth quarter of 2021 be
made mandatory and enforceable for users, owners, and operators of the Bulk-Power System
(“BPS”) within the Province of Nova Scotia.

In support of this request, NERC submits the following information: (i) a table listing the
United States effective date of each Reliability Standard applicable to Nova Scotia that was
approved by FERC in the fourth quarter of 2021 (Exhibit A-1); (ii) an informational summary of
the Reliability Standards applicable to Nova Scotia that were approved by FERC in the fourth
quarter of 2021, including each standard’s purpose, applicability, as well as the date that NERC
filed the Reliability Standard with FERC and the date that FERC approved the Reliability Standard
(Exhibit A-2); (iii) the Reliability Standards approved by FERC in the fourth quarter of 2021

(Exhibit A-3); (iv) an updated list of the currently effective NERC Reliability Standards as



approved by FERC (Exhibit B); and (v) the associated updated Glossary of Terms Used in NERC
Reliability Standards (“NERC Glossary”) (Exhibit C).'

I NOTICE AND COMMUNICATIONS

Notices and communications regarding this application may be addressed to:

Lauren Perotti

Senior Counsel

North American Electric Reliability
Corporation

1325 G Street, N.W., Suite 600

Washington, D.C. 20005

(202) 400-3000

lauren.perotti@nerc.net

II. REQUEST FOR APPROVAL OF RELIABILITY STANDARDS

A. Background: NERC Quarterly Filing of Proposed Reliability Standards

Pursuant to Section 215 of the Federal Power Act (“FPA”),2 NERC is certified by FERC
as the Electric Reliability Organization (“ERO”) in the United States.® Under FPA Section 215,
the ERO is charged with developing and enforcing mandatory Reliability Standards in the United
States, subject to FERC approval. Section 215(b)(1) of the FPA states that all users, owners, and
operators of the BPS in the United States will be subject to FERC-approved Reliability Standards.
Section 215(d)(5) of the FPA authorizes FERC to order the ERO to submit a new or modified

Reliability Standard and Section 39.5(a) of FERC’s regulations requires the ERO to file for FERC

! The list of Reliability Standards and the NERC Glossary in Exhibit B and Exhibit C, respectively, were
generated on or around the date of this filing, and, given the quarterly schedule on which this application is filed, these
lists may include standards and definitions that became effective or were approved after the final day of the previous
quarter. Only those standards and definitions highlighted for NSUARB in the present quarterly application and all
previous applications should be considered for purposes of this application.

2 16 U.S.C. § 8240(f) (entrusting FERC with the duties of approving and enforcing rules in the U.S. to ensure
the reliability of the nation’s Bulk-Power System, and with the duties of certifying an Electric Reliability Organization
to develop mandatory and enforceable Reliability Standards, subject to FERC review and approval).

3 N. Am. Elec. Reliability Corp., 116 FERC q 61,062, order on reh’g and compliance, 117 FERC q 61,126
(2006), order on compliance, 118 FERC ] 61,030, order on compliance, 118 FERC q 61,190, order on reh’g, 119
FERC 461,046 (2007), aff’d sub nom. Alcoa Inc. v. FERC, 564 F.3d 1342 (D.C. Cir. 2009).

3



approval each Reliability Standard that the ERO proposes should become mandatory and
enforceable in the United States, and each modification to a Reliability Standard that the ERO
proposes to make effective in the United States. Some or all of NERC’s Reliability Standards are
also mandatory in the Canadian provinces of Alberta, British Columbia, Manitoba, New

Brunswick, Nova Scotia, Ontario, Québec, and Saskatchewan.

NERC entered into a Memorandum of Understanding (“MOU”’) with the NSUARB,* and
a separate MOU with Nova Scotia Power Inc. (“NSPI”) and the Northeast Power Coordinating
Council, Inc. (“NPCC”),> to provide reliability services to Nova Scotia. These MOUs became
effective on December 22, 2006 and May 11, 2010, respectively. The December 22, 2006 MOU
memorializes the relationship between NERC and the NSUARB formed to improve the reliability
of the North American BPS. The May 11, 2010 MOU sets forth the mutual understanding of
NERC, NSPI, and NPCC regarding the approval and implementation of NERC Reliability

Standards and NPCC Regional Reliability Criteria in Nova Scotia and other related matters.

On June 30, 2010, NERC submitted its first set of Reliability Standards and the NERC
Glossary to the NSUARB, and on July 20, 2011, the NSUARB issued a decision approving these
documents.® In that decision, the NSUARB approved a quarterly review process for considering
new and amended NERC Reliability Standards and criteria’ and ordered that “applications will

not be processed by the Board until [FERC] has approved or remanded the standards in the United

4 See Memorandum of Understanding between Nova Scotia Utility and Review Board and North American

Electric Reliability Corporation (signed Dec. 22, 2006).

5 See Memorandum of Understanding between Nova Scotia Power Incorporated and the Northeast Power
Coordinating Council, Inc. and the North American Electric Reliability Corporation (signed May 11, 2010).

6 In the Matter of an Application by North American Electric Reliability Corporation for Approval of its
Reliability Standards, and an application by Northeast Power Coordinating Council, Inc. for Approval of its Regional
Reliability Criteria, NSUARB-NERC-R-10 (July 20, 2011) [hereinafter NSUARB Decision].

7 Id. at P 30.



States.”® The NSUARB Decision also stated that NSUARB approval is not required for the
Violation Risk Factors (“VRFs”) and Violation Severity Levels (“VSLs”) associated with
proposed Reliability Standards, but the NSUARB noted that it will accept VRFs and VSLs as
guidance.’

Based on the NSUARB Decision, NERC applications to the NSUARB only request
approval for those Reliability Standards and NERC Glossary definitions approved by FERC during
the previous quarter. NERC does not seek formal approval of VRFs and VSLs associated with the
Reliability Standards submitted in its quarterly applications. Rather, for informational purposes
and for guidance, NERC provides a link to the FERC-approved VRFs and VSLs associated with
NERC Reliability Standards.!® NERC does not include in its applications the full developmental
record for the standards, which consists of the draft standards, comments received, responses to
the comments by the drafting teams, and the full voting record, because the record for each
standard may consist of several thousand pages. NERC will make the full developmental records

available to the NSUARB or other interested parties upon request.'!

B. Overview of NERC Reliability Standards Development Process

NERC Reliability Standards define the requirements for reliably planning and operating
the North American BPS. These standards are developed by industry stakeholders using a
balanced, open, fair, and inclusive process managed by the NERC Standards Committee. The

Standards Committee is facilitated by NERC staff and comprised of representatives from ten

8 1d.
9 Id. at P 33.
10 NERC’s VRF Matrix and VSL Matrix are available at

https://www.nerc.com/pa/Stand/Pages/AllReliabilityStandards.aspx?jurisdiction=United%20States. See the left-
hand side of webpage for downloadable documents.

1 The full record of development for each standard is available on NERC’s website as an exhibit to the
petition filed with FERC. These petitions are available at
https://www.nerc.com/FilingsOrders/us/Pages/NERCFilings2021.aspx.

5



electricity stakeholder segments. Stakeholders, through a balloting process, approve the Reliability
Standards prior to the standards being adopted by the NERC Board of Trustees and approved by

applicable governmental authorities.

NERC develops Reliability Standards and associated definitions in accordance with
Section 300 (Reliability Standards Development) and Appendix 3A (Standard Processes Manual)
of its Rules of Procedure.'> NERC’s Reliability Standards development process has been approved
by the American National Standards Institute as being open, inclusive, balanced, and fair. The
NERC Glossary, most recently updated June 28, 2021, contains each term that is defined for use
in one or more of NERC’s continent-wide or regional Reliability Standards approved by the NERC
Board of Trustees.

C. Description of Proposed Revised Reliability Standards, Fourth Quarter 2021

As provided in the table below, during the fourth quarter of 2021, FERC issued a letter
order approving two standards: Reliability Standards CIP-004-7 (Cyber Security — Personnel &

Training) and CIP-011-3 (Cyber Security — Information Protection).!> No other Reliability

Standards or definitions applicable to Nova Scotia were approved during the fourth quarter of

2021.

Reliability Standards Effective Date
Critical Infrastructure Protection (CIP) Standards
CIP-004-7* 1/1/2024
CIP-011-3* 1/1/2024

* At the time of this filing, the standards marked with an asterisk are not yet effective, but have
been approved by FERC and have a future mandatory effective date.

The revised Reliability Standards improve the reliability of the Bulk Electric System

(“BES”) by clarifying the protections required regarding use of third-party solutions for BES

12 The NERC Rules of Procedure are available at https://www.nerc.com/AboutNERC/Pages/Rules-of-
Procedure.aspx.
13 N. Am. Elec. Reliability Corp., Docket No. RD21-6-000 (Dec. 7, 2021) (delegated letter order).
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Cyber System Information (“BCSI”). As technology has evolved, third-party services, such as
cloud services, have become a viable and safe option for storing BCSI. As a result, the revisions
in Reliability Standards CIP-004-7 and CIP-011-3 allow Responsible Entities to leverage these
protections within their control for third-party data storage and analysis systems. The Reliability
Standards maintain the security objectives supported in previous versions while providing
flexibility for Responsible Entities to leverage third-party data storage and analysis systems. This
project was initiated due to the work of an informal team, in collaboration with the NERC
Compliance Input Working Group,'* to review the use of encryption on BCSI and its impact on
compliance with NERC Reliability Standards.

FERC approved the two BCSI Reliability Standards in an order dated December 7, 2021.
Additionally, FERC approved the violation risk factors and violation severity levels for the
standards, the retirement of the currently effective versions of the standards, and the associated
implementation plan.

1. CIP-004-7

Reliability Standard CIP-004-7 addresses Cyber Security — Personnel & Training and
contains six requirements. The purpose of Reliability Standard CIP-004-7 (Cyber Security —
Personnel & Training) is “To minimize the risk against compromise that could lead to
misoperation or instability in the Bulk Electric System (BES) from individuals accessing BES
Cyber Systems by requiring an appropriate level of personnel risk assessment, training, security

awareness, and access management in support of protecting BES Cyber Systems.” The proposed

14 The Compliance Input Working Group was a subgroup of the now-disbanded NERC Ceritical Infrastructure

Protection Committee, a stakeholder technical committee.
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version of the standard adds “access management” to the purpose statement, which is otherwise
unchanged from the currently effective version.

The revisions in CIP-004-7 center on removing references to “designated storage
locations” and focusing the requirements on provisioned access to the BCSI, not just on where it
is stored. This change permits entities to implement file-level rights and permissions, such as
policy-based credentials or encryption, to manage access to BCSI.

New Requirement R6 applies to high impact BES Cyber Systems; medium impact BES
Cyber Systems with External Routable Connectivity; and Electronic Access Control or Monitoring
Systems (“EACMS”) and Physical Access Control Systems (“PACS”) associated with these high
and medium BES Cyber Systems. There are three new requirement parts within Requirement R6.
Part 6.1 requires Responsible Entities to authorize provisioned electronic access and provisioned
physical access to BCSI. Part 6.2 incorporates into the access management program the obligation,
formerly in Requirement R4 Part 4.4, to verify individuals with provisioned access are still
appropriate. Finally, Part 6.3 incorporates into the provisioned access program the obligation,
formerly in Requirement RS Part 5.3, to remove an individual’s ability to use provisioned access
to BCSI for a termination action.

Finally, there are additional other minor clarifications to update the standard which are
shown in redline in Exhibit A-3. These include removal of functional entities that are no longer
registered with NERC and replacing the term “Special Protection System” with “Remedial Action
Scheme,” consistent with revisions made in other NERC Reliability Standards.

2. CIP-011-3
Reliability Standard CIP-011-3 addresses information protection of BCSI and includes two

requirements. The purpose of Reliability Standard CIP-011-3 (Cyber Security — Information



Protection) is “To prevent unauthorized access to BES Cyber System Information (BCSI) by
specifying information protection requirements in support of protecting BES Cyber Systems
against compromise that could lead to misoperation or instability in the Bulk Electric System
(BES).” The only modification of the purpose from the previous version of the standard is the
inclusion of the BCSI acronym.

Requirement R1 includes the only substantive modifications in CIP-011-3. The revised
Requirement R1 requires Responsible Entities to implement a documented information protection
program(s) that includes the applicable requirement parts. The changes are designed to clarify
requirements regarding protecting and securely handling BCSI. Aditionally, as in CIP-004-7, there
are additional other minor clarifications to update the standard. These revisions are shown in

redline in Exhibit A-3.

D. CONCLUSION
NERC respectfully requests that the NSUARB approve the revised Reliability Standards

and the retirement of the currently effective version of the standards, as specified herein.

Respectfully submitted,

/s/ Lauren Perotti

Lauren Perotti

Senior Counsel

North American Electric Reliability Corporation
1325 G Street, N.W., Suite 600

Washington, D.C. 20005

(202) 400-3000

lauren.perotti@nerc.net

Counsel for the North American Electric Reliability
Corporation

Date: February 15, 2022
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Reliability Standards Effective Date
Critical Infrastructure Protection (CIP) Standards
CIP-004-7* 1/1/2024
CIP-011-3* 1/1/2024

* At the time of this filing, the standards marked with an asterisk are not yet effective, but have
been approved by FERC and have a future mandatory effective date.
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Exhibit A-2:

Informational Summary of Each Reliability Standard Applicable to
Nova Scotia, Approved by FERC in Fourth Quarter 2021

Reliability Standard CIP-004-7

Purpose To minimize the risk against compromise that could lead to
misoperation or instability in the Bulk Electric System (BES) from
individuals accessing BES Cyber Systems by requiring an
appropriate level of personnel risk assessment, training, security
awareness, and access management in support of protecting BES
Cyber Systems.

Applicability e Balancing Authority

e Distribution Provider

e Generator Operator

Generator Owner

Reliability Coordinator

Transmission Operator

e Transmission Owner

Requirements Reliability Standard CIP-004-7 contains six requirements.

Date of Petition Petition filed September 15, 2021 for approval of CIP-004-7
and FERC Order with FERC in Docket No. RD21-6-000. FERC approved the
revised Reliability Standard on December 7, 2021.

Reliability Standard CIP-011-3

Purpose To prevent unauthorized access to BES Cyber System Information
(BCSI) by specifying information protection requirements in
support of protecting BES Cyber Systems against compromise that
could lead to misoperation or instability in the Bulk Electric System

(BES).
Applicability e Balancing Authority
¢ Distribution Provider
e Generator Operator
e Generator Owner
e Reliability Coordinator
e Transmission Operator

e Transmission Owner

Requirements Reliability Standard CIP-011-3 contains two requirements.
Date of Petition and | Petition filed September 15, 2021 for approval of CIP-011-3
FERC Order with FERC in Docket No. RD21-6-000. FERC approved the

revised Reliability Standard on December 7, 2021.
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CIP-004-7 — Cyber Security — Personnel & Training

A. Introduction

1.
2.
3.

Title:

Cyber Security — Personnel & Training

Number: CIP-004-7

Purpose:

To minimize the risk against compromise that could lead to misoperation or

instability in the Bulk Electric System (BES) from individuals accessing BES Cyber Systems by
requiring an appropriate level of personnel risk assessment, training, security awareness,
and access management in support of protecting BES Cyber Systems.

Applicability:

4.1.

Functional Entities: For the purpose of the requirements contained herein, the
following list of functional entities will be collectively referred to as “Responsible
Entities.” For requirements in this standard where a specific functional entity or
subset of functional entities are the applicable entity or entities, the functional
entity or entities are specified explicitly.

4.1.1. Balancing Authority

4.1.2. Distribution Provider that owns one or more of the following Facilities,
systems, and equipment for the protection or restoration of the BES:

4.1.2.1.

4.1.2.2.

4.1.2.3.

4.1.2.4.

Each underfrequency Load shedding (UFLS) or undervoltage Load
shedding (UVLS) system that:

4.1.2.1.1. is part of a Load shedding program that is subject to one
or more requirements in a NERC or Regional Reliability
Standard; and

4.1.2.1.2. performs automatic Load shedding under a common
control system owned by the Responsible Entity, without
human operator initiation, of 300 MW or more.

Each Remedial Action Scheme (RAS) where the RAS is subject to one
or more requirements in a NERC or Regional Reliability Standard.

Each Protection System (excluding UFLS and UVLS) that applies to
Transmission where the Protection System is subject to one or more
requirements in a NERC or Regional Reliability Standard.

Each Cranking Path and group of Elements meeting the initial

switching requirements from a Blackstart Resource up to and

including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

4.1.3. Generator Operator

4.1.4. Generator Owner

4.1.5. Reliability Coordinator

Page 1 of 31



CIP-004-7 — Cyber Security — Personnel & Training

4.2.

4.1.6. Transmission Operator

4.1.7.

Transmission Owner

Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entity in 4.1 above
are those to which these requirements are applicable. For requirements in this
standard where a specific type of Facilities, system, or equipment or subset of
Facilities, systems, and equipment are applicable, these are specified explicitly.

4.2.1.

4.2.2.

4.2.3.

Distribution Provider: One or more of the following Facilities, systems and
equipment owned by the Distribution Provider for the protection or
restoration of the BES:

4.2.1.1. Each UFLS or UVLS System that:

4.2.1.1.1. is part of a Load shedding program that is subject to one
or more requirements in a NERC or Regional Reliability
Standard; and

4.2.1.1.2. performs automatic Load shedding under a common
control system owned by the Responsible Entity, without
human operator initiation, of 300 MW or more.

4.2.1.2. Each RAS where the RAS is subject to one or more requirements in a
NERC or Regional Reliability Standard.

4.2.1.3. Each Protection System (excluding UFLS and UVLS) that applies to
Transmission where the Protection System is subject to one or more
requirements in a NERC or Regional Reliability Standard.

4.2.1.4. Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

Responsible Entities listed in 4.1 other than Distribution Providers: All BES
Facilities.

Exemptions: The following are exempt from Standard CIP-004-7:

4.2.3.1. Cyber Assets at Facilities regulated by the Canadian Nuclear Safety
Commission.

4.2.3.2. Cyber Assets associated with communication networks and data
communication links between discrete Electronic Security
Perimeters.

4.2.3.3. The systems, structures, and components that are regulated by the
Nuclear Regulatory Commission under a cyber security plan pursuant
to 10 C.F.R. Section 73.54.
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CIP-004-7 — Cyber Security — Personnel & Training

4.2.3.4. For Distribution Providers, the systems and equipment that are not
included in section 4.2.1 above.

4.2.3.5. Responsible Entities that identify that they have no BES Cyber
Systems categorized as high impact or medium impact according to
the CIP-002-5.1a identification and categorization processes.

5. Effective Dates: See Implementation Plan for CIP-004-7.

6. Background: Standard CIP-004 exists as part of a suite of CIP Standards related to cyber
security, which require the initial identification and categorization of BES Cyber Systems and
require a minimum level of organizational, operational, and procedural controls to mitigate
risk to BES Cyber Systems.

Most requirements open with, “Each Responsible Entity shall implement one or more
documented [processes, plan, etc.] that include the applicable items in [Table Reference].”
The referenced table requires the applicable items in the procedures for the common
subject matter of the requirements.

The term documented processes refers to a set of required instructions specific to the
Responsible Entity and to achieve a specific outcome. This term does not imply any
particular naming or approval structure beyond what is stated in the requirements. An
entity should include as much as it believes necessary in its documented processes, but it
must address the applicable requirements in the table.

The terms program and plan are sometimes used in place of documented processes where it
makes sense and is commonly understood. For example, documented processes describing
a response are typically referred to as plans (i.e., incident response plans and recovery
plans). Likewise, a security plan can describe an approach involving multiple procedures to
address a broad subject matter.

Similarly, the term program may refer to the organization’s overall implementation of its
policies, plans and procedures involving a subject matter. Examples in the standards
include the personnel risk assessment program and the personnel training program. The
full implementation of the CIP Cyber Security Standards could also be referred to as a
program. However, the terms program and plan do not imply any additional requirements
beyond what is stated in the standards.

Responsible Entities can implement common controls that meet requirements for multiple
high and medium impact BES Cyber Systems. For example, a single training program could
meet the requirements for training personnel across multiple BES Cyber Systems.

Measures for the initial requirement are simply the documented processes themselves.
Measures in the table rows provide examples of evidence to show documentation and
implementation of applicable items in the documented processes. These measures serve to
provide guidance to entities in acceptable records of compliance and should not be viewed
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CIP-004-7 — Cyber Security — Personnel & Training

as an all-inclusive list.

Throughout the standards, unless otherwise stated, bulleted items in the requirements and
measures are items that are linked with an “or,” and numbered items are items that are
linked with an “and.”

Many references in the Applicability section use a threshold of 300 MW for UFLS and UVLS.
This particular threshold of 300 MW for UVLS and UFLS was provided in Version 1 of the CIP
Cyber Security Standards. The threshold remains at 300 MW since it is specifically
addressing UVLS and UFLS, which are last ditch efforts to save the BES. A review of UFLS
tolerances defined within regional reliability standards for UFLS program requirements to
date indicates that the historical value of 300 MW represents an adequate and reasonable
threshold value for allowable UFLS operational tolerances.

“Applicable Systems” Columns in Tables:

Each table has an “Applicable Systems” column to further define the scope of systems to
which a specific requirement row applies. The CSO706 SDT adapted this concept from the
National Institute of Standards and Technology (“NIST”) Risk Management Framework as a
way of applying requirements more appropriately based on impact and connectivity
characteristics. The following conventions are used in the “Applicable Systems” column as
described.

e High Impact BES Cyber Systems — Applies to BES Cyber Systems categorized as high
impact according to the CIP-002-5.1a identification and categorization processes.

e Medium Impact BES Cyber Systems — Applies to BES Cyber Systems categorized as
medium impact according to the CIP-002-5.1a identification and categorization
processes.

e Maedium Impact BES Cyber Systems with External Routable Connectivity — Only applies
to medium impact BES Cyber Systems with External Routable Connectivity. This also
excludes Cyber Assets in the BES Cyber System that cannot be directly accessed through
External Routable Connectivity.

e Electronic Access Control or Monitoring Systems (EACMS) — Applies to each Electronic
Access Control or Monitoring System associated with a referenced high impact BES
Cyber System or medium impact BES Cyber System. Examples may include, but are not
limited to, firewalls, authentication servers, and log monitoring and alerting systems.

e Physical Access Control Systems (PACS) — Applies to each Physical Access Control
System associated with a referenced high impact BES Cyber System or medium impact
BES Cyber System with External Routable Connectivity.
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CIP-004-7 — Cyber Security — Personnel & Training

B. Requirements and Measures

R1. Each Responsible Entity shall implement one or more documented processes that collectively include each of the
applicable requirement parts in CIP-004-7 Table R1 — Security Awareness Program. [Violation Risk Factor: Lower] [Time

Horizon: Operations Planning]

M1. Evidence must include each of the applicable documented processes that collectively include each of the applicable
requirement parts in CIP-004-7 Table R1 — Security Awareness Program and additional evidence to demonstrate
implementation as described in the Measures column of the table.

CIP-004-7 Table R1 — Security Awareness Program

Measures

Applicable Systems

1.1 | High Impact BES Cyber Systems

Medium Impact BES Cyber Systems

Requirements

Security awareness that, at least once
each calendar quarter, reinforces cyber
security practices (which may include
associated physical security practices)
for the Responsible Entity’s personnel
who have authorized electronic or
authorized unescorted physical access
to BES Cyber Systems.

An example of evidence may include,
but is not limited to, documentation
that the quarterly reinforcement has
been provided. Examples of evidence
of reinforcement may include, but are
not limited to, dated copies of
information used to reinforce security
awareness, as well as evidence of
distribution, such as:

e direct communications (for
example, e-mails, memos,
computer-based training); or

e indirect communications (for
example, posters, intranet, or
brochures); or

e management support and
reinforcement (for example,
presentations or meetings).
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CIP-004-7 — Cyber Security — Personnel & Training

R2. Each Responsible Entity shall implement one or more cyber security training program(s) appropriate to individual roles,
functions, or responsibilities that collectively includes each of the applicable requirement parts in CIP-004-7 Table R2 —
Cyber Security Training Program. [Violation Risk Factor: Lower] [Time Horizon: Operations Planning]

M2. Evidence must include the training program that includes each of the applicable requirement parts in CIP-004-7 Table R2 —
Cyber Security Training Program and additional evidence to demonstrate implementation of the program(s).

CIP-004-7 Table R2 — Cyber Security Training Program

Applicable Systems Requirements Measures

2.1 | High Impact BES Cyber Systems and Training content on: Examples of evidence may include, but
their associated: are not limited to, training material such
1. EACMS: and ‘ as power point presentations, instructor
’ 2.1.2. Physical access controls; notes, student notes, handouts, or other
2. PACS

2.1.3. Electronic access controls; training materials.

2.1.1. Cyber security policies;

Medium Impact BES Cyber Systems

with External Routable Connectivity
and their associated: 2.1.5. Handling of BES Cyber System

Information and its storage;

2.1.4. The visitor control program;

1. EACMS; and

2.1.6. Identification of a Cyber
2. PACS

Security Incident and initial
notifications in accordance with
the entity’s incident response
plan;

2.1.7. Recovery plans for BES Cyber
Systems;

2.1.8. Response to Cyber Security
Incidents; and

2.1.9. Cyber security risks associated
with a BES Cyber System’s
electronic interconnectivity and
interoperability with other
Cyber Assets, including
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CIP-004-7 Table R2 — Cyber Security Training Program

Applicable Systems

Requirements

Transient Cyber Assets, and
with Removable Media.

Measures

their associated:
1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS; and
2. PACS

2.2 | High Impact BES Cyber Systems and Require completion of the training Examples of evidence may include, but
their associated: specified in Part 2.1 prior to granting are not limited to, training records and
1. EACMS: and authorized electronic access and documentation of when CIP Exceptional
' ’ authorized unescorted physical access | Circumstances were invoked.
2. PACS to applicable Cyber Assets, except
Medium Impact BES Cyber Systems during CIP Exceptional Circumstances.
with External Routable Connectivity
and their associated:
1. EACMS; and
2. PACS
2.3 | High Impact BES Cyber Systems and Require completion of the training Examples of evidence may include, but

specified in Part 2.1 at least once every
15 calendar months.

are not limited to, dated individual
training records.
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R3. Each Responsible Entity shall implement one or more documented personnel risk assessment program(s) to attain and
retain authorized electronic or authorized unescorted physical access to BES Cyber Systems that collectively include each of
the applicable requirement parts in CIP-004-7 Table R3 — Personnel Risk Assessment Program. [Violation Risk Factor:
Medium] [Time Horizon: Operations Planning].

M3.

Evidence must include the documented personnel risk assessment programs that collectively include each of the applicable

requirement parts in CIP-004-7 Table R3 — Personnel Risk Assessment Program and additional evidence to demonstrate

implementation of the program(s).

CIP-004-7 Table R3 — Personnel Risk Assessment Program

Applicable Systems

Requirements

[\ CEI

3.1 | High Impact BES Cyber Systems and Process to confirm identity. An example of evidence may include,
their associated: but is not limited to, documentation of
1. EACMS; and the I.Resp.onsﬂc?le Entity’s process to
confirm identity.
2. PACS
Medium Impact BES Cyber Systems with
External Routable Connectivity and
their associated:
1. EACMS; and
2. PACS
3.2 | High Impact BES Cyber Systems and Process to perform a seven year An example of evidence may include,

their associated:
1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems with
External Routable Connectivity and
their associated:

1. EACMS; and

criminal history records check as part of
each personnel risk assessment that
includes:

3.2.1. current residence, regardless of
duration; and

3.2.2. other locations where, during
the seven years immediately prior to
the date of the criminal history
records check, the subject has resided

but is not limited to, documentation of
the Responsible Entity’s process to
perform a seven year criminal history
records check.
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CIP-004-7 Table R3 — Personnel Risk Assessment Program

Applicable Systems

2. PACS

Requirements
for six consecutive months or more.

If it is not possible to perform a full
seven year criminal history records
check, conduct as much of the seven
year criminal history records check as
possible and document the reason the
full seven year criminal history records
check could not be performed.

Measures

3.3 | High Impact BES Cyber Systems and Criteria or process to evaluate criminal | An example of evidence may include,
their associated: history records checks for authorizing but is not limited to, documentation of
1. EACMS: and access. the Respon.5|blle En'.uty s process to
evaluate criminal history records
2. PACS checks.
Medium Impact BES Cyber Systems with
External Routable Connectivity and
their associated:
1. EACMS; and
2. PACS
3.4 | High Impact BES Cyber Systems and Criteria or process for verifying that An example of evidence may include,

their associated:
1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems with
External Routable Connectivity and
their associated:

1. EACMS; and

personnel risk assessments performed
for contractors or service vendors are
conducted according to Parts 3.1
through 3.3.

but is not limited to, documentation of
the Responsible Entity’s criteria or
process for verifying contractors or
service vendors personnel risk
assessments.
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CIP-004-7 Table R3 — Personnel Risk Assessment Program

Applicable Systems

2. PACS

Requirements

Measures

3.5

High Impact BES Cyber Systems and
their associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems with
External Routable Connectivity and
their associated:

1. EACMS; and
2. PACS

Process to ensure that individuals with
authorized electronic or authorized
unescorted physical access have had a
personnel risk assessment completed
according to Parts 3.1 to 3.4 within the
last seven years.

An example of evidence may include,
but is not limited to, documentation of
the Responsible Entity’s process for
ensuring that individuals with
authorized electronic or authorized
unescorted physical access have had a
personnel risk assessment completed
within the last seven years.
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R4.

Each Responsible Entity shall implement one or more documented access management program(s) that collectively

include each of the applicable requirement parts in CIP-004-7 Table R4 — Access Management Program. [Violation Risk

Factor: Medium] [Time Horizon: Operations Planning and Same Day Operations].

M4. Evidence must include the documented processes that collectively include each of the applicable requirement parts in CIP-

004-7 Table R4 — Access Management Program and additional evidence to demonstrate that the access management
program was implemented as described in the Measures column of the table.

CIP-004-7 Table R4 — Access Management Program

Applicable Systems

Requirements

Measures

4.1 | High Impact BES Cyber Systems and their Process to authorize based on need, An example of evidence may include,
associated: as determined by the Responsible but is not limited to, dated
1. EACMS: and Entity, except for CIP Exceptional documentation of the process to
' ’ Circumstances: authorize electronic access, and
2. PACS 411 Electronic access: and unescorted physical access in a
Medium Impact BES Cyber Systems with 412 U S ohvsica Physical Security Perimeter.
External Routable Connectivity and their e hescorte ) physica .access
. ] into a Physical Security
associated: i
Perimeter
1. EACMS; and
2. PACS
4.2

High Impact BES Cyber Systems and their
associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems with
External Routable Connectivity and their
associated:

1. EACMS; and
2. PACS

Verify at least once each calendar
quarter that individuals with active
electronic access or unescorted
physical access have authorization
records.

Examples of evidence may include,
but are not limited to:

Dated documentation of the
verification between the system
generated list of individuals who
have been authorized for access
(i.e., workflow database) and a
system generated list of
personnel who have access (i.e.,
user account listing), or

Dated documentation of the

Page 11 of 31



CIP-004-7 — Cyber Security — Personnel & Training

CIP-004-7 Table R4 — Access Management Program

Applicable Systems

Requirements

Measures

verification between a list of
individuals who have been
authorized for access (i.e.,
authorization forms) and a list of
individuals provisioned for access
(i.e., provisioning forms or shared
account listing).

4.3

High Impact BES Cyber Systems and their
associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems with
External Routable Connectivity and their
associated:

1. EACMS; and
2. PACS

For electronic access, verify at least
once every 15 calendar months that
all user accounts, user account
groups, or user role categories, and
their specific, associated privileges are
correct and are those that the
Responsible Entity determines are
necessary.

An example of evidence may include,
but is not limited to, documentation
of the review that includes all of the
following:

1. A dated listing of all
accounts/account groups or
roles within the system;

2. A summary description of
privileges associated with
each group or role;

3. Accounts assigned to the
group or role; and

Dated evidence showing verification
of the privileges for the group are
authorized and appropriate to the
work function performed by people
assigned to each account.
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RS.

M5.

Each Responsible Entity shall implement one or more documented access revocation program(s) that collectively include

each of the applicable requirement parts in CIP-004-7 Table R5 — Access Revocation. [Violation Risk Factor: Medium] [Time
Horizon: Same Day Operations and Operations Planning].

Evidence must include each of the applicable documented programs that collectively include each of the applicable

requirement parts in CIP-004-7 Table R5 — Access Revocation and additional evidence to demonstrate implementation as
described in the Measures column of the table.

CIP-004-7 Table R5 — Access Revocation

Applicable Systems Requirements Measures
5.1 | High Impact BES Cyber Systems and A process to initiate removal of an An example of evidence may include,
their associated: individual’s ability for unescorted but is not limited to, documentation of
1. EACMS; and physical access and Interactive Remote | all of the following:
5 PACS Access upon a termination_'m a.ction, and 1. Dated workflow or sign-off form
Ved I ¢ BES Cvber Svet complete the rgmoval_s within 24 hours verifying access removal
edium Impac yoer Systems of the termination action (Removal of associated with the termination
with External Routable Connectivity the ability for access may be different action: and
and their associated: than deletion, disabling, revocation, or , ,
. Logs or other demonstration showing
1. EACMS; and removal of all access rights).
such persons no longer have access.
2. PACS
5.2 | High Impact BES Cyber Systems and For reassignments or transfers, revoke | An example of evidence may include,
their associated: the individual’s authorized electronic but is not limited to, documentation of
1. EACMS; and access to individual accounts and all of the following:
5 PACS authorized unesc.orted physical acc_ess 1. Dated workflow or sign-off form
_ that the Responsible Entity determines showing a review of logical and
Medium Impact BES Cyber Systems are not necessary by the end of the physical access; and
and their associated: that the Responsible Entity determines Logs or other demonstration showing
o . such persons no longer have access
1. EACMS; and that the individual no longer requires . : i
. that the Responsible Entity determines
2. PACS retention of that access. .
. is not necessary.
5.3 | High Impact BES Cyber Systems and For termination actions, revoke the An example of evidence may include,
their associated: individual’s non-shared user accounts but is not limited to, workflow or sign-
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CIP-004-7 Table R5 — Access Revocation

Applicable Systems
e EACMS

Requirements

(unless already revoked according to
Part 5.1) within 30 calendar days of the
effective date of the termination
action.

Measures

off form showing access removal for
any individual BES Cyber Assets and
software applications as determined
necessary to completing the revocation
of access and dated within thirty
calendar days of the termination
actions.

54

High Impact BES Cyber Systems and
their associated:

e EACMS

For termination actions, change
passwords for shared account(s) known
to the user within 30 calendar days of
the termination action. For
reassignments or transfers, change
passwords for shared account(s) known
to the user within 30 calendar days
following the date that the Responsible
Entity determines that the individual no
longer requires retention of that
access.

If the Responsible Entity determines
and documents that extenuating
operating circumstances require a
longer time period, change the
password(s) within 10 calendar days
following the end of the operating
circumstances.

Examples of evidence may include, but
are not limited to:

e  Workflow or sign-off form
showing password reset within
30 calendar days of the
termination;

e  Workflow or sign-off form
showing password reset within
30 calendar days of the
reassignments or transfers; or

Documentation of the extenuating
operating circumstance and workflow
or sign-off form showing password
reset within 10 calendar days following
the end of the operating circumstance.
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6.1

R6. Each Responsible Entity shall implement one or more documented access management program(s) to authorize, verify,
and revoke provisioned access to BCSI pertaining to the “Applicable Systems” identified in CIP-004-7 Table R6 — Access
Management for BES Cyber System Information that collectively include each of the applicable requirement parts in CIP-
004-7 Table R6 — Access Management for BES Cyber System Information. To be considered access to BCSI in the context of
this requirement, an individual has both the ability to obtain and use BCSI. Provisioned access is to be considered the
result of the specific actions taken to provide an individual(s) the means to access BCSI (e.g., may include physical keys or
access cards, user accounts and associated rights and privileges, encryption keys). [Violation Risk Factor: Medium] [Time
Horizon: Same Day Operations and Operations Planning].

Me6. Evidence must include each of the applicable documented programs that collectively include the applicable requirement
parts in CIP-004-7 Table R6 — Access Management for BES Cyber System Information and additional evidence to

demonstrate implementation as described in the Measures column of the table.

CIP-004-7 Table R6 — Access Management for BES Cyber System Information

Applicable Systems
High Impact BES Cyber Systems and
their associated:
1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS; and
2. PACS

Requirements

Prior to provisioning, authorize (unless
already authorized according to Part
4.1.) based on need, as determined by
the Responsible Entity, except for CIP
Exceptional Circumstances:

6.1.1. Provisioned electronic access to
electronic BCSI; and

6.1.2. Provisioned physical access to
physical BCSI.

[\ CE I

Examples of evidence may include, but
are not limited to, individual records or
lists that include who is authorized, the
date of the authorization, and the
justification of business need for the
provisioned access.
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CIP-004-7 Table R6 — Access Management for BES Cyber System Information

Applicable Systems

Requirements

Measures

their associated:
1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS; and
2. PACS

individual’s ability to use provisioned
access to BCSI (unless already revoked
according to Part 5.1) by the end of the
next calendar day following the
effective date of the termination
action.

6.2 | High Impact BES Cyber Systems and Verify at least once every 15 calendar Examples of evidence may include, but
their associated: months that all individuals with are not limited to, the documentation
1. EACMS; and provisioned access to BCSI: of the review that includes all of the
2 PACS 6.2.1. have an authorization record; following:
and e List of authorized individuals;
Medium Impact BES Cyber Systems ) .
with External Routable Connectivity 6.2.2. still need the provisioned access e List of individuals who have been
and their associated: to perform their current work provisioned access;
functions, as determined by the e .
1. EACMS; and Responsible Entity. . Verlflcaftlon that Provmoned
access is appropriate based on
2. PACS need; and
e Documented reconciliation
actions, if any.
6.3 | High Impact BES Cyber Systems and For termination actions, remove the Examples of dated evidence may

include, but are not limited to, access

revocation records associated with the
terminations and dated within the next
calendar day of the termination action.
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C. Compliance

1. Compliance Monitoring Process:

1.1.

1.2,

1.3.

Compliance Enforcement Authority: “Compliance Enforcement Authority” (CEA)
means NERC or the Regional Entity, or any entity as otherwise designated by an
Applicable Governmental Authority, in their respective roles of monitoring and/or
enforcing compliance with mandatory and enforceable Reliability Standards in
their respective jurisdictions.

Evidence Retention: The following evidence retention periods identify the period
of time an entity is required to retain specific evidence to demonstrate
compliance. For instances where the evidence retention period specified below is
shorter than the time since the last audit, the CEA may ask an entity to provide
other evidence to show that it was compliant for the full time period since the last
audit.

The applicable entity shall keep data or evidence to show compliance as identified
below unless directed by its CEA to retain specific evidence for a longer period of
time as part of an investigation:

e The applicable entity shall retain evidence of each requirement in this standard
for three calendar years.

e The applicable entity is found non-compliant, it shall keep information related
to the non-compliance until mitigation is complete and approved or for the
time specified above, whichever is longer.

e The CEA shall keep the last audit records and all requested and submitted
subsequent audit records.

Compliance Monitoring and Enforcement Program: As defined in the NERC Rules
of Procedure, “Compliance Monitoring and Enforcement Program” refers to the
identification of the processes that will be used to evaluate data or information for
the purpose of assessing performance or outcomes with the associated Reliability
Standard.
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2. Table of Compliance Elements

R #

Time Horizon

VRF

Lower VSL

Violation Severity Levels (CIP-004-7)

Moderate VSL

High VSL

Severe VSL

security training
program but failed to
include one of the
training content topics
in Requirement Parts

security training
program but failed to
include two of the
training content topics
in Requirement Parts

security training
program but failed to
include three of the
training content topics
in Requirement Parts

R1 Operations Lower The Responsible Entity | The Responsible Entity | The Responsible Entity | The Responsible Entity
Planning did not reinforce did not reinforce did not reinforce did not document or
cyber security cyber security cyber security implement any
practices during a practices during a practices during a security awareness
calendar quarter but calendar quarter but calendar quarter but process(es) to
did so less than 10 did so between 10 and | did so within the reinforce cyber
calendar days after 30 calendar days after | subsequent quarter security practices. (R1)
the start of a the start of a but beyond 30 OR
subsequent calendar | subsequent calendar calendar days after
quarter. (1.1) quarter. (1.1) the start of that The Responsible Entity
calendar quarter. (1.1) | did not reinforce
cyber security
practices and
associated physical
security practices for
at least two
consecutive calendar
quarters. (1.1)
R2 Operations Lower The Responsible Entity | The Responsible Entity | The Responsible Entity | The Responsible Entity
Planning implemented a cyber | implemented a cyber | implemented a cyber | did notimplement a

cyber security training
program appropriate
to individual roles,
functions, or
responsibilities. (R2)
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Time Horizon VRF

R #

Lower VSL

2.1.1 through 2.1.9.
(2.1)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train one individual
(with the exception of
CIP Exceptional
Circumstances) prior
to their being granted
authorized electronic
and authorized
unescorted physical
access. (2.2)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train one individual
with authorized
electronic or
authorized unescorted
physical access within

Violation Severity Levels (CIP-004-7)

Moderate VSL

2.1.1 through 2.1.9.
(2.1)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train two individuals
(with the exception of
CIP Exceptional
Circumstances) prior
to their being granted
authorized electronic
and authorized
unescorted physical
access. (2.2)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train two individuals
with authorized
electronic or
authorized unescorted
physical access within

High VSL

2.1.1 through 2.1.9.
(2.1)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train three individuals
(with the exception of
CIP Exceptional
Circumstances) prior
to their being granted
authorized electronic
and authorized
unescorted physical
access. (2.2)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train three individuals
with authorized
electronic or
authorized unescorted
physical access within

Severe VSL

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
include four or more
of the training content
topics in Requirement
Parts 2.1.1 through
2.1.9. (2.1)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train four or more
individuals (with the
exception of CIP
Exceptional
Circumstances) prior
to their being granted
authorized electronic
and authorized
unescorted physical
access. (2.2)

OR
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R #

Time Horizon

VRF

Lower VSL

15 calendar months of
the previous training
completion date. (2.3)

Violation Severity Levels (CIP-004-7)

Moderate VSL

15 calendar months of
the previous training
completion date. (2.3)

High VSL

15 calendar months of
the previous training
completion date. (2.3)

Severe VSL

The Responsible Entity
implemented a cyber
security training
program but failed to
train four or more
individuals with
authorized electronic
or authorized
unescorted physical
access within 15
calendar months of
the previous training
completion date. (2.3)

R3

Operations
Planning

Medium

The Responsible Entity
has a program for
conducting Personnel
Risk Assessments
(PRASs) for individuals,
including contractors
and service vendors,
but did not conduct
the PRA as a condition
of granting authorized
electronic or
authorized unescorted
physical access for
one individual. (R3)

The Responsible Entity
has a program for
conducting Personnel
Risk Assessments
(PRASs) for individuals,
including contractors
and service vendors,
but did not conduct
the PRA as a condition
of granting authorized
electronic or
authorized unescorted
physical access for
two individuals. (R3)

The Responsible Entity
has a program for
conducting Personnel
Risk Assessments
(PRASs) for individuals,
including contractors
and service vendors,
but did not conduct
the PRA as a condition
of granting authorized
electronic or
authorized unescorted
physical access for
three individuals. (R3)

The Responsible Entity
did not have all of the
required elements as
described by 3.1
through 3.4 included
within documented
program(s) for
implementing
Personnel Risk
Assessments (PRAs),
for individuals,
including contractors
and service vendors,
for obtaining and
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Time Horizon

Lower VSL

OR

The Responsible Entity
did conduct Personnel
Risk Assessments
(PRAs) for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized unescorted
physical access but did
not confirm identity
for one individual. (3.1
& 3.4)

OR

The Responsible Entity
has a process to
perform seven-year
criminal history record
checks for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized unescorted
physical access but did

Violation Severity Levels (CIP-004-7)

Moderate VSL

OR

The Responsible Entity
did conduct Personnel
Risk Assessments
(PRAs) for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized unescorted
physical access but did
not confirm identity
for two individuals.
(3.1 & 3.4)

OR

The Responsible Entity
has a process to
perform seven-year
criminal history record
checks for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized unescorted
physical access but did

High VSL

OR

The Responsible Entity
did conduct Personnel
Risk Assessments
(PRAs) for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized unescorted
physical access but did
not confirm identity
for three individuals.
(3.1 & 3.4)

OR

The Responsible Entity
has a process to
perform seven-year
criminal history record
checks for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized unescorted
physical access but did

Severe VSL

retaining authorized
cyber or authorized
unescorted physical
access. (R3)

OR

The Responsible Entity
has a program for
conducting Personnel
Risk Assessments
(PRAs) for individuals,
including contractors
and service vendors,
but did not conduct
the PRA as a condition
of granting authorized
electronic or
authorized unescorted
physical access for
four or more
individuals. (R3)

OR

The Responsible Entity
did conduct Personnel
Risk Assessments
(PRAs) for individuals,
including contractors
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Violation Severity Levels (CIP-004-7)

Time Horizon VRF

R #

Lower VSL

not include the
required checks
described in 3.2.1 and
3.2.2 for one
individual. (3.2 & 3.4)

OR

The Responsible Entity
did conduct Personnel
Risk Assessments
(PRAs) for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized unescorted
physical access but did
not evaluate criminal
history records check
for access
authorization for one
individual. (3.3 & 3.4)

OR

The Responsible Entity
did not conduct
Personnel Risk
Assessments (PRAs)

Moderate VSL

not include the
required checks
described in 3.2.1 and
3.2.2 for two
individuals. (3.2 & 3.4)

OR

The Responsible Entity
did conduct Personnel
Risk Assessments
(PRAs) for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized unescorted
physical access but did
not evaluate criminal
history records check
for access
authorization for two
individuals. (3.3 & 3.4)

OR

The Responsible Entity
did not conduct
Personnel Risk
Assessments (PRAS)

High VSL

not include the
required checks
described in 3.2.1 and
3.2.2 for three
individuals. (3.2 & 3.4)

OR

The Responsible Entity
did conduct Personnel
Risk Assessments
(PRAs) for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized unescorted
physical access but did
not evaluate criminal
history records check
for access
authorization for
three individuals. (3.3
& 3.4)

OR

The Responsible Entity
did not conduct
Personnel Risk

Severe VSL

and service vendors,
with authorized
electronic or
authorized unescorted
physical access but did
not confirm identity
for four or more
individuals. (3.1 & 3.4)

OR

The Responsible Entity
has a process to
perform seven-year
criminal history record
checks for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized unescorted
physical access but did
not include the
required checks
described in 3.2.1 and
3.2.2 for four or more
individuals. (3.2 & 3.4)

OR
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R# Time Horizon

Lower VSL

Violation Severity Levels (CIP-004-7)

Moderate VSL

High VSL

Severe VSL

for one individual with
authorized electronic
or authorized
unescorted physical
access within 7
calendar years of the
previous PRA
completion date. (3.5)

for two individuals
with authorized
electronic or
authorized unescorted
physical access within
7 calendar years of
the previous PRA
completion date. (3.5)

Assessments (PRAs)
for three individuals
with authorized
electronic or
authorized unescorted
physical access within
7 calendar years of
the previous PRA
completion date. (3.5)

The Responsible Entity
did conduct Personnel
Risk Assessments
(PRAs) for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized unescorted
physical access but did
not evaluate criminal
history records check
for access
authorization for four
or more individuals.
(3.3 & 3.4)

OR

The Responsible Entity
did not conduct
Personnel Risk
Assessments (PRAS)
for four or more
individuals with
authorized electronic
or authorized
unescorted physical
access within 7
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Time Horizon

VRF

Lower VSL

Violation Severity Levels (CIP-004-7)

Moderate VSL

High VSL

Severe VSL

calendar years of the
previous PRA
completion date. (3.5)

R4

Operations
Planning and
Same Day
Operations

Medium

The Responsible Entity
did not verify that
individuals with active
electronic or active
unescorted physical
access have
authorization records
during a calendar
guarter but did so less
than 10 calendar days
after the start of a
subsequent calendar
quarter. (4.2)

OR

The Responsible Entity
has implemented
processes to verify
that user accounts,
user account groups,
or user role
categories, and their
specific, associated
privileges are correct
and necessary within

The Responsible Entity
did not verify that
individuals with active
electronic or active
unescorted physical
access have
authorization records
during a calendar
quarter but did so
between 10 and 20
calendar days after
the start of a
subsequent calendar
quarter. (4.2)

OR

The Responsible Entity
has implemented
processes to verify
that user accounts,
user account groups,
or user role
categories, and their
specific, associated
privileges are correct

The Responsible Entity
did not verify that
individuals with active
electronic or active
unescorted physical
access have
authorization records
during a calendar
guarter but did so
between 20 and 30
calendar days after
the start of a
subsequent calendar
quarter. (4.2)

OR

The Responsible Entity
has implemented
processes to verify
that user accounts,
user account groups,
or user role
categories, and their
specific, associated
privileges are correct

The Responsible Entity
did not implement any
documented
program(s) for access
management. (R4)

OR

The Responsible Entity
did not implement
one or more
documented
program(s) for access
management that
includes a process to
authorize electronic
access or unescorted
physical access. (4.1)

OR

The Responsible Entity
did not verify that
individuals with active
electronic or active
unescorted physical
access have
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R #

Time Horizon

VRF

Lower VSL

15 calendar months of
the previous
verification but for 5%
or less of its BES Cyber
Systems, privileges
were incorrect or
unnecessary. (4.3)

Violation Severity Levels (CIP-004-7)

Moderate VSL

and necessary within
15 calendar months of
the previous
verification but for
more than 5% but less
than (or equal to) 10%
of its BES Cyber
Systems, privileges
were incorrect or
unnecessary. (4.3)

High VSL

and necessary within
15 calendar months of
the previous
verification but for
more than 10% but
less than (or equal to)
15% of its BES Cyber
Systems, privileges
were incorrect or
unnecessary. (4.3)

Severe VSL

authorization records
for at least two
consecutive calendar
quarters. (4.2)

OR

The Responsible Entity
has implemented
processes to verify
that user accounts,
user account groups,
or user role
categories, and their
specific, associated
privileges are correct
and necessary within
15 calendar months of
the previous
verification but for
more than 15% of its
BES Cyber Systems,
privileges were
incorrect or
unnecessary. (4.3)

R5

Same Day
Operations

Medium

The Responsible Entity
has implemented one

or more process(es) to
revoke the individual’s

The Responsible Entity
has implemented one
or more process(es) to
remove the ability for

The Responsible Entity
has implemented one
or more process(es) to
remove the ability for

The Responsible Entity
has not implemented
any documented
program(s) for access
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R# Time Horizon

Lower VSL

Violation Severity Levels (CIP-004-7)

Moderate VSL

High VSL

Severe VSL

and Operations
Planning

user accounts upon
termination action but
did not do so for
within 30 calendar
days of the date of
termination action for
one or more
individuals. (5.3)

OR

The Responsible Entity
has implemented one
or more process(es) to
change passwords for
shared accounts
known to the user
upon termination
action, reassignment,
or transfer, but did
not do so for within
30 calendar days of
the date of
termination action,
reassignment, or
transfer for one or
more individuals. (5.4)

OR

unescorted physical
access and Interactive
Remote Access upon a
termination action or
complete the removal
within 24 hours of the
termination action but
did not initiate those
removals for one
individual. (5.1)

OR

The Responsible Entity
has implemented one
or more process(es) to
determine that an
individual no longer
requires retention of
access following
reassignments or
transfers but, for one
individual, did not
revoke the authorized
electronic access to
individual accounts
and authorized
unescorted physical
access by the end of

unescorted physical
access and Interactive
Remote Access upon a
termination action or
complete the removal
within 24 hours of the
termination action but
did not initiate those
removals for two
individuals. (5.1)

OR

The Responsible Entity
has implemented one
or more process(es) to
determine that an
individual no longer
requires retention of
access following
reassignments or
transfers but, for two
individuals, did not
revoke the authorized
electronic access to
individual accounts
and authorized
unescorted physical
access by the end of

revocation for
electronic access or
unescorted physical
access. (R5)

OR

The Responsible Entity
has implemented one
or more process(es) to
remove the ability for
unescorted physical
access and Interactive
Remote Access upon a
termination action or
complete the removal
within 24 hours of the
termination action but
did not initiate those
removals for three or
more individuals. (5.1)

OR

The Responsible Entity
has implemented one
or more process(es) to
determine that an
individual no longer
requires retention of
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R #

Time Horizon

VRF

Lower VSL

The Responsible Entity
has implemented one
or more process(es) to
determine and
document extenuating
operating
circumstances
following a
termination action,
reassignment, or
transfer, but did not
change one or more
passwords for shared
accounts known to
the user within 10
calendar days
following the end of
the extenuating
operating
circumstances. (5.4)

Violation Severity Levels (CIP-004-7)

Moderate VSL

the next calendar day
following the
predetermined date.
(5.2)

High VSL

the next calendar day
following the
predetermined date.
(5.2)

Severe VSL

access following
reassignments or
transfers but, for
three or more
individuals, did not
revoke the authorized
electronic access to
individual accounts
and authorized
unescorted physical
access by the end of
the next calendar day
following the
predetermined date.
(5.2)

R6 Same Day Medium The Responsible Entity | The Responsible Entity | The Responsible Entity | The Responsible Entity
Operations and has implemented one | has implemented one | has implemented one | did not implement
Operations or more program(s) as | or more program(s) as | or more program(s) as | one or more
Planning required by required by required by documented access

Requirement R6 Part Requirement R6 Part Requirement R6 Part management
6.1 but, for one 6.1 but, for two 6.1 but, for three program(s) for BCSI.
individual, did not individuals, did not individuals, did not (R6)
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Time Horizon VRF

R #

Lower VSL

authorize provisioned
electronic access to
electronic BCSI or
provisioned physical
access to physical
BCSI. (6.1)

OR

The Responsible Entity
performed the
verification required
by Requirement R6
Part 6.2 more than 15
calendar months but
less than or equal to
16 calendar months of
the previous
verification. (6.2)

OR

The Responsible Entity
has implemented one
or more program(s) to
remove the
individual’s ability to
use provisioned
access to BCSI but, for
one individual, did not

Violation Severity Levels (CIP-004-7)

Moderate VSL

authorize provisioned
electronic access to
electronic BCSI or
provisioned physical
access to physical
BCSI. (6.1)

OR

The Responsible Entity
performed the
verification required
by Requirement R6
Part 6.2 more than 16
calendar months but
less than or equal to
17 calendar months of
the previous
verification. (6.2)

OR

The Responsible Entity
has implemented one
or more program(s) to
remove the
individual’s ability to
use provisioned
access to BCSI but, for
two individuals, did

High VSL

authorize provisioned
electronic access to
electronic BCSI or
provisioned physical
access to physical
BCSI. (6.1)

OR

The Responsible Entity
performed the
verification required
by Requirement R6
Part 6.2 more than 17
calendar months but
less than or equal to
18 calendar months of
the previous
verification. (6.2)

OR

The Responsible Entity
has implemented one
or more program(s) to
remove the
individual’s ability to
use provisioned
access to BCSI but, for
three individuals, did

Severe VSL

OR

The Responsible Entity
has implemented one
or more program(s) as
required by
Requirement R6 Part
6.1 but, for four or
more individuals, did
not authorize
provisioned electronic
access to electronic
BCSI or provisioned
physical access to
physical BCSI. (6.1)

OR

The Responsible Entity
performed the
verification required
by Requirement R6
Part 6.2 more than 18
calendar months of
the previous
verification. (6.2)

OR
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Time Horizon

Lower VSL

do so by the
timeframe required in
Requirement R6, Part
6.3.

Violation Severity Levels (CIP-004-7)

Moderate VSL

not do so by the
timeframe required in
Requirement R6, Part
6.3.

High VSL

not do so by the
timeframe required in
Requirement R6, Part
6.3.

Severe VSL

The Responsible Entity
has implemented one
or more program(s) to
remove the
individual’s ability to
use provisioned
access to BCSI but, for
four or more
individuals, did not do
so by the timeframe
required in
Requirement R6, Part
6.3.
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D. Regional Variances
None.

E. Interpretations
None.

F. Associated Documents
None.

Version History

Version Change Tracking

1 1/16/06 R3.2 — Change “Control Center” to 3/24/06
“control center.”

Modifications to clarify the requirements
and to bring the compliance elements
into conformance with the latest
guidelines for developing compliance
elements of standards.

Removal of reasonable business

2 9/30/09 judgment.

Replaced the RRO with the RE as a
responsible entity.

Rewording of Effective Date.

Changed compliance monitor to
Compliance Enforcement Authority.

Updated Version Number from -2 to -3

In Requirement 1.6, deleted the

3 12/16/09 sentence pertaining to removing
component or system from service in
order to perform testing, in response to
FERC order issued September 30, 2009.

3 12/16/09 Approved by the NERC Board of

Trustees.
3 3/31/10 | Approved by FERC.
4 1/2a/11 | Approved by the NERC Board of

Trustees.
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Version

Action

11/26/12

Adopted by the NERC Board of Trustees.

Change Tracking

Modified to coordinate
with other CIP
standards and to revise
format to use RBS
Template.

11/22/13

FERC Order issued approving CIP-004-5.

51

9/30/13

Modified two VSLs in R4

Errata

11/13/14

Adopted by the NERC Board of Trustees.

Addressed two FERC
directives from Order No.
791 related to identify,
assess, and correct
language and
communication
networks.

2/12/15

Adopted by the NERC Board of Trustees.

Replaces the version
adopted by the Board on
11/13/2014. Revised
version addresses
remaining directives
from Order No. 791
related to transient
devices and low impact
BES Cyber Systems.

1/21/16

FERC order issued approving CIP-004-6.
Docket No. RM15-14-000

8/12/21

Adopted by the NERC Board of Trustees

Revised to enhance BES
reliability for entities to
manage their BCSI.
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CIP-004-76 — Cyber Security — Personnel & Training

A. Introduction

1. Title: Cyber Security — Personnel & Training

2. Number: CIP-004-76

3. Purpose: To minimize the risk against compromise that could lead to misoperation or

instability in the Bulk Electric System (BES) from individuals accessing BES Cyber
Systems by requiring an appropriate level of personnel risk assessment, training,
and-security awareness, and access management in support of protecting BES
Cyber Systems.

4. Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the following
list of functional entities will be collectively referred to as “Responsible Entities.” For
requirements in this standard where a specific functional entity or subset of functional
entities are the applicable entity or entities, the functional entity or entities are specified
explicitly.

4.1.1. Balancing Authority

4.1.2. Distribution Provider that owns one or more of the following Facilities, systems, and
equipment for the protection or restoration of the BES:

4.1.2.1. Each underfrequency Load shedding (UFLS) or undervoltage Load shedding
(UVLS) system that:

4.1.2.1.1. is part of a Load shedding program that is subject to one or more
requirements in a NERC or Regional Reliability Standard; and

4.1.2.1.2. performs automatic Load shedding under a common control system
owned by the Responsible Entity, without human operator initiation, of
300 MW or more.

4.1.2.2. Each Special-Protection-System{SPS}-orRemedial Action Scheme (RAS) where

the SRS-e+RAS is subject to one or more requirements in a NERC or Regional
Reliability Standard.

4.1.2.3. Each Protection System (excluding UFLS and UVLS) that applies to Transmission
where the Protection System is subject to one or more requirements in a NERC
or Regional Reliability Standard.

4.1.2.4. Each Cranking Path and group of Elements meeting the initial switching
requirements from a Blackstart Resource up to and including the first
interconnection point of the starting station service of the next generation
unit(s) to be started.

4.1.3. Generator Operator

4.1.4. Generator Owner
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4.1.6:4.1.5. _ Reliability Coordinator
4:1-7.4.1.6. __Transmission Operator
4:1:8:4.1.7. __Transmission Owner

4.2, Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entity in 4.1 above are
those to which these requirements are applicable. For requirements in this standard
where a specific type of Facilities, system, or equipment or subset of Facilities, systems,
and equipment are applicable, these are specified explicitly.

4.2.1. Distribution Provider: One or more of the following Facilities, systems and
equipment owned by the Distribution Provider for the protection or restoration of
the BES:

4.2.1.1. Each UFLS or UVLS System that:

4.2.1.1.1. is part of a Load shedding program that is subject to one or more
requirements in a NERC or Regional Reliability Standard; and

4.2.1.1.2. performs automatic Load shedding under a common control system
owned by the Responsible Entity, without human operator initiation, of
300 MW or more.

4.2.1.2. Each SPS-e+RAS where the SRSe+RAS is subject to one or more requirements in
a NERC or Regional Reliability Standard.

4.2.1.3. Each Protection System (excluding UFLS and UVLS) that applies to Transmission
where the Protection System is subject to one or more requirements in a NERC
or Regional Reliability Standard.

4.2.1.4. Each Cranking Path and group of Elements meeting the initial switching
requirements from a Blackstart Resource up to and including the first
interconnection point of the starting station service of the next generation
unit(s) to be started.

4.2.2. Responsible Entities listed in 4.1 other than Distribution Providers:
All BES Facilities.
4.2.3. Exemptions: The following are exempt from Standard CIP-004-76:
4.2.3.1. Cyber Assets at Facilities regulated by the Canadian Nuclear Safety Commission.

4.2.3.2. Cyber Assets associated with communication networks and data
communication links between discrete Electronic Security Perimeters.

4.2.3.3. The systems, structures, and components that are regulated by the Nuclear
Regulatory Commission under a cyber security plan pursuant to 10 C.F.R.
Section 73.54.

4.2.3.4. For Distribution Providers, the systems and equipment that are not included in
section 4.2.1 above.

Page 2 of 45



CIP-004-76 — Cyber Security — Personnel & Training

4.2.3.5. Responsible Entities that identify that they have no BES Cyber Systems
categorized as high impact or medium impact according to the CIP-002-5.1a
identification and categorization processes.

5. Effective Dates: See Implementation Plan for CIP-004-76.
6. Background:

Standard CIP-004 exists as part of a suite of CIP Standards related to cyber security, which
require the initial identification and categorization of BES Cyber Systems and require a
minimum level of organizational, operational, and procedural controls to mitigate risk to BES
Cyber Systems.

Most requirements open with, “Each Responsible Entity shall implement one or more
documented [processes, plan, etc.] that include the applicable items in [Table Reference].” The
referenced table requires the applicable items in the procedures for the common subject
matter of the requirements.

The term documented processes refers to a set of required instructions specific to the
Responsible Entity and to achieve a specific outcome. This term does not imply any particular
naming or approval structure beyond what is stated in the requirements. An entity should
include as much as it believes necessary in its documented processes, but it must address the
applicable requirements in the table.

The terms program and plan are sometimes used in place of documented processes where it
makes sense and is commonly understood. For example, documented processes describing a
response are typically referred to as plans (i.e., incident response plans and recovery plans).
Likewise, a security plan can describe an approach involving multiple procedures to address a
broad subject matter.

Similarly, the term program may refer to the organization’s overall implementation of its
policies, plans and procedures involving a subject matter. Examples in the standards include
the personnel risk assessment program and the personnel training program. The full
implementation of the CIP Cyber Security Standards could also be referred to as a program.
However, the terms program and plan do not imply any additional requirements beyond what
is stated in the standards.

Responsible Entities can implement common controls that meet requirements for multiple high
and medium impact BES Cyber Systems. For example, a single training program could meet the
requirements for training personnel across multiple BES Cyber Systems.

Measures for the initial requirement are simply the documented processes themselves.
Measures in the table rows provide examples of evidence to show documentation and
implementation of applicable items in the documented processes. These measures serve to
provide guidance to entities in acceptable records of compliance and should not be viewed as
an all-inclusive list.

Throughout the standards, unless otherwise stated, bulleted items in the requirements and
measures are items that are linked with an “or,” and numbered items are items that are linked
with an “and.”
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Many references in the Applicability section use a threshold of 300 MW for UFLS and UVLS.

This particular threshold of 300 MW for UVLS and UFLS was provided in Version 1 of the CIP
Cyber Security Standards. The threshold remains at 300 MW since it is specifically addressing
UVLS and UFLS, which are last ditch efforts to save the BES. A review of UFLS tolerances defined
within regional reliability standards for UFLS program requirements to date indicates that the
historical value of 300 MW represents an adequate and reasonable threshold value for
allowable UFLS operational tolerances.

“Applicable Systems” Columns in Tables:

Each table has an “Applicable Systems” column to further define the scope of systems to which
a specific requirement row applies. The CSO706 SDT adapted this concept from the National
Institute of Standards and Technology (“NIST”) Risk Management Framework as a way of
applying requirements more appropriately based on impact and connectivity characteristics.
The following conventions are used in the “Applicable Systems” column as described.

e High Impact BES Cyber Systems — Applies to BES Cyber Systems categorized as high impact
according to the CIP-002-5.1a identification and categorization processes.

e Maedium Impact BES Cyber Systems — Applies to BES Cyber Systems categorized as medium
impact according to the CIP-002-5.1a identification and categorization processes.

e Maedium Impact BES Cyber Systems with External Routable Connectivity — Only applies to
medium impact BES Cyber Systems with External Routable Connectivity. This also excludes
Cyber Assets in the BES Cyber System that cannot be directly accessed through External
Routable Connectivity.

e Electronic Access Control or Monitoring Systems (EACMS) — Applies to each Electronic
Access Control or Monitoring System associated with a referenced high impact BES Cyber
System or medium impact BES Cyber System. Examples may include, but are not limited to,
firewalls, authentication servers, and log monitoring and alerting systems.

e Physical Access Control Systems (PACS) — Applies to each Physical Access Control System
associated with a referenced high impact BES Cyber System or medium impact BES Cyber
System with External Routable Connectivity.
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B. Requirements and Measures

R1.

Each Responsible Entity shall implement one or more documented processes that collectively include each of the
applicable requirement parts in CIP-004-76 Table R1 — Security Awareness Program. [Violation Risk Factor: Lower] [Time
Horizon: Operations Planning]

M1. Evidence must include each of the applicable documented processes that collectively include each of the applicable
requirement parts in CIP-004-76 Table R1 — Security Awareness Program and additional evidence to demonstrate
implementation as described in the Measures column of the table.

Applicable Systems

Table R1 — Security Awareness Program

Requirements

[\ CE I

1.1 | High Impact BES Cyber Systems

Medium Impact BES Cyber Systems

Security awareness that, at least once
each calendar quarter, reinforces cyber
security practices (which may include
associated physical security practices)
for the Responsible Entity’s personnel
who have authorized electronic or
authorized unescorted physical access
to BES Cyber Systems.

An example of evidence may include,
but is not limited to, documentation
that the quarterly reinforcement has
been provided. Examples of evidence
of reinforcement may include, but are
not limited to, dated copies of
information used to reinforce security
awareness, as well as evidence of
distribution, such as:

e direct communications (for
example, e-mails, memos,
computer-based training); or

e indirect communications (for
example, posters, intranet, or
brochures); or

e management support and
reinforcement (for example,
presentations or meetings).
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R2. Each Responsible Entity shall implement one or more cyber security training program(s) appropriate to individual roles,
functions, or responsibilities that collectively includes each of the applicable requirement parts in CIP-004-76 Table R2 —

Cyber Security Training Program. [Violation Risk Factor: Lower] [Time Horizon: Operations Planning]

M2. Evidence must include the training program that includes each of the applicable requirement parts in CIP-004-76 Table R2 —
Cyber Security Training Program and additional evidence to demonstrate implementation of the program(s).
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CIP-004- Table R2 — Cyber Security Training Program

Applicable Systems Requirements Measures

2.1 High Impact BES Cyber Systems and | Training content on: Examples of evidence may include,
their associated: but are not limited to, training

2.1.1. Cyber security policies; | h .
1. EACMS; and material such as power point

2.1.2. Physical access controls; presentations, instructor notes,
2. PAGS 2.1.3. Electronic access controls; student notes, handouts, or other
; training materials.
M.edlum Impact BES Cyber Systgms 2.1.4. The visitor control program;
with External Routable Connectivity
and their associated: 2.1.5. Handling of BES Cyber System

Information and its storage;
1. EACMS; and

2.1.6. ldentification of a Cyber
2. PACS

Security Incident and initial
notifications in accordance
with the entity’s incident
response plan;

2.1.7. Recovery plans for BES Cyber
Systems;

2.1.8. Response to Cyber Security
Incidents; and

2.1.9. Cyber security risks associated
with a BES Cyber System’s
electronic interconnectivity
and interoperability with
other Cyber Assets, including
Transient Cyber Assets, and
with Removable Media.
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CIP-004-

Applicable Systems

Table R2 — Cyber Security Training Program

Requirements

Measures

their associated:
1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS; and
2. PACS

specified in Part 2.1 at least once
every 15 calendar months.

2.2 High Impact BES Cyber Systems and Require completion of the training Examples of evidence may include,
their associated: specified in Part 2.1 prior to granting | but are not limited to, training
1. EACMS: and authorized electronic access and records and documentation of when
' ’ authorized unescorted physical access | CIP Exceptional Circumstances were
2. PACS to applicable Cyber Assets, except invoked.
Medium Impact BES Cyber Systems | during CIP Exceptional Circumstances.
with External Routable Connectivity
and their associated:
1. EACMS; and
2. PACS
2.3 High Impact BES Cyber Systems and Require completion of the training Examples of evidence may include,

but are not limited to, dated
individual training records.
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R3.

M3.

3.1

Each Responsible Entity shall implement one or more documented personnel risk assessment program(s) to attain and
retain authorized electronic or authorized unescorted physical access to BES Cyber Systems that collectively include each of
the applicable requirement parts in CIP-004-76 Table R3 — Personnel Risk Assessment Program. [Violation Risk Factor:
Medium] [Time Horizon: Operations Planning].

Evidence must include the documented personnel risk assessment programs that collectively include each of the applicable

requirement parts in CIP-004-76 Table R3 — Personnel Risk Assessment Program and additional evidence to demonstrate

implementation of the program(s).

CIP-004- Table R3 — Personnel Risk Assessment Program

Applicable Systems

High Impact BES Cyber Systems and their
associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems with
External Routable Connectivity and their
associated:

1. EACMS; and
2. PACS

Requirements

Process to confirm identity.

Measures

An example of evidence may
include, but is not limited to,
documentation of the Responsible
Entity’s process to confirm identity.
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3.2

CIP-004-

Applicable Systems

High Impact BES Cyber Systems and
their associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS; and
2. PACS

Table R3 — Personnel Risk Assessment Program

Requirements

Process to perform a seven year
criminal history records check as part of
each personnel risk assessment that
includes:

3.2.1. current residence, regardless of
duration; and

3.2.2. other locations where, during
the seven years immediately prior to
the date of the criminal history
records check, the subject has resided
for six consecutive months or more.

If it is not possible to perform a full
seven year criminal history records
check, conduct as much of the seven
year criminal history records check as
possible and document the reason the
full seven year criminal history records
check could not be performed.

Measures

An example of evidence may include,
but is not limited to, documentation of
the Responsible Entity’s process to
perform a seven year criminal history
records check.
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CIP-004-

Applicable Systems

Table R3 — Personnel Risk Assessment Program

Requirements

Measures

3.3 | High Impact BES Cyber Systems and their Criteria or process to evaluate criminal An example of evidence may
associated: history records checks for authorizing include, but is not limited to,
1. EACMS; and access. documer.ltatlon F)f:che
Responsible Entity’s process to
2. PACS evaluate criminal history records
Medium Impact BES Cyber Systems with checks.
External Routable Connectivity and their
associated:
1. EACMS; and
2. PACS
3.4 | High Impact BES Cyber Systems and their Criteria or process for verifying that An example of evidence may

associated:
1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems with
External Routable Connectivity and their
associated:

1. EACMS; and
2. PACS

personnel risk assessments performed for
contractors or service vendors are
conducted according to Parts 3.1 through
3.3.

include, but is not limited to,
documentation of the
Responsible Entity’s criteria or
process for verifying contractors
or service vendors personnel risk
assessments.
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CIP-004- Table R3 — Personnel Risk Assessment Program

Applicable Systems Requirements Measures
3.5 | High Impact BES Cyber Systems and their Process to ensure that individuals with An example of evidence may
associated: authorized electronic or authorized include, but is not limited to,
1. EACMS; and unescorted physical access have had a documentation of the
personnel risk assessment completed Responsible Entity’s process for
2. PACS according to Parts 3.1 to 3.4 within the last | ensuring that individuals with
Medium Impact BES Cyber Systems with seven years. authorized electronic or
External Routable Connectivity and their authorized unescorted physical
associated: access have had a personnel risk

assessment completed within the

1. EACMS; and last seven years.

2. PACS
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R4.

M4,

4.1

Each Responsible Entity shall implement one or more documented access management program(s) that collectively include
each of the applicable requirement parts in CIP-004-76 Table R4 — Access Management Program. [Violation Risk Factor:
Medium] [Time Horizon: Operations Planning and Same Day Operations].

Evidence must include the documented processes that collectively include each of the applicable requirement parts in CIP-
004-76 Table R4 — Access Management Program and additional evidence to demonstrate that the access management
program was implemented as described in the Measures column of the table.

CIP-004-

Applicable Systems

High Impact BES Cyber Systems and their
associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems with
External Routable Connectivity and their
associated:

1. EACMS; and
2. PACS

Table R4 — Access Management Program

Requirements

Process to authorize based on need, as
determined by the Responsible Entity,
except for CIP Exceptional
Circumstances:

4.1.1. Electronic access; and

4.1.2. Unescorted physical access into a
Physical Security Perimeter;anéd

Measures

An example of evidence may
include, but is not limited to, dated
documentation of the process to
authorize electronic access and
unescorted physical access in a
Physical Security Perimeter;-and
accessto-designated-storage
locations,whetherphysicalor
electronic, for BES Cyber System
Information.
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4.2

CIP-004-
Applicable Systems

High Impact BES Cyber Systems and their
associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems with
External Routable Connectivity and their
associated:

1. EACMS; and
2. PACS

Table R4 — Access Management Program

Requirements

Verify at least once each calendar
quarter that individuals with active
electronic access or unescorted physical
access have authorization records.

Measures

Examples of evidence may include,
but are not limited to:

Dated documentation of the
verification between the system
generated list of individuals who
have been authorized for access
(i.e., workflow database) and a
system generated list of
personnel who have access (i.e.,
user account listing), or

Dated documentation of the
verification between a list of
individuals who have been
authorized for access (i.e.,
authorization forms) and a list
of individuals provisioned for
access (i.e., provisioning forms
or shared account listing).
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4.3

CIP-004-
Applicable Systems

High Impact BES Cyber Systems and their
associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems with
External Routable Connectivity and their
associated:

1. EACMS; and
2. PACS

Table R4 — Access Management Program

Requirements

For electronic access, verify at least once
every 15 calendar months that all user
accounts, user account groups, or user
role categories, and their specific,
associated privileges are correct and are
those that the Responsible Entity
determines are necessary.

Measures

An example of evidence may
include, but is not limited to,
documentation of the review that
includes all of the following:

1. A dated listing of all
accounts/account groups or
roles within the system;

2. A summary description of
privileges associated with
each group or role;

3. Accounts assigned to the
group or role; and

4. Dated evidence showing
verification of the privileges
for the group are authorized
and appropriate to the work
function performed by
people assigned to each
account.
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R5. Each Responsible Entity shall implement one or more documented access revocation program(s) that collectively include
each of the applicable requirement parts in CIP-004-76 Table R5 — Access Revocation. [Violation Risk Factor: Medium] [Time
Horizon: Same Day Operations and Operations Planning].

M5. Evidence must include each of the applicable documented programs that collectively include each of the applicable
requirement parts in CIP-004-76 Table R5 — Access Revocation and additional evidence to demonstrate implementation as
described in the Measures column of the table.

CIP-004- Table R5 — Access Revocation

Applicable Systems Requirements Measures
5.1 | High Impact BES Cyber Systems and A process to initiate removal of an An example of evidence may include,
their associated: individual’s ability for unescorted but is not limited to, documentation of
1. EACMS: and physical access and Interactive Remote | all of the following:
Access upon a termlnatloh a‘ctlon, and 1. Dated workflow or sign-off form
2. PACS complete the removals within 24 hours o
£ th T on (R | of verifying access removal
Medium Impact BES Cyber Systems of the termination action (Removal o associated with the termination
with External Routable Connectivity the ability for access may be different action; and
and their associated: than deletion, disabling, revocation, or
removal of all access rights). 2. Logs or other demonstration

1. EACMS; and showing such persons no longer
2. PACS have access.
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5.2

Applicable Systems

High Impact BES Cyber Systems and
their associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS; and
2. PACS

CIP-004- Table R5 — Access Revocation
Requirements

For reassignments or transfers, revoke
the individual’s authorized electronic
access to individual accounts and
authorized unescorted physical access
that the Responsible Entity determines
are not necessary by the end of the
next calendar day following the date
that the Responsible Entity determines
that the individual no longer requires
retention of that access.

Measures

An example of evidence may include,
but is not limited to, documentation of
all of the following:

1. Dated workflow or sign-off form
showing a review of logical and
physical access; and

2. Logs or other demonstration
showing such persons no longer
have access that the
Responsible Entity determines
is not necessary.
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Applicable Systems

EACME ane
PACS

CIP-004- Table R5 — Access Revocation

Requirements

Measures

High Impact BES Cyber Systems and
their associated:

e EACMS

For termination actions, revoke the
individual’s non-shared user accounts
(unless already revoked according to
Parts 5.1-e+5-3) within 30 calendar
days of the effective date of the
termination action.

An example of evidence may include,
but is not limited to, workflow or sign-
off form showing access removal for
any individual BES Cyber Assets and
software applications as determined
necessary to completing the revocation
of access and dated within thirty
calendar days of the termination
actions.
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5.45

Applicable Systems

High Impact BES Cyber Systems and
their associated:

e EACMS

CIP-004-

Table R5 — Access Revocation
Requirements

For termination actions, change
passwords for shared account(s) known
to the user within 30 calendar days of
the termination action. For
reassignments or transfers, change
passwords for shared account(s) known
to the user within 30 calendar days
following the date that the Responsible
Entity determines that the individual no
longer requires retention of that
access.

If the Responsible Entity determines
and documents that extenuating
operating circumstances require a
longer time period, change the
password(s) within 10 calendar days
following the end of the operating
circumstances.

Measures

Examples of evidence may include, but
are not limited to:

e  Workflow or sign-off form
showing password reset within
30 calendar days of the
termination;

e  Workflow or sign-off form
showing password reset within
30 calendar days of the
reassignments or transfers; or

e Documentation of the
extenuating operating
circumstance and workflow or
sign-off form showing password
reset within 10 calendar days
following the end of the
operating circumstance.
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R6.

Each Responsible Entity shall implement one or more documented access management program(s) to authorize, verify, and

Mé.

revoke provisioned access to BCSI| pertaining to the “Applicable Systems” identified in CIP-004-7 Table R6 — Access

Management for BES Cyber System Information that collectively include each of the applicable requirement parts in CIP-

004-7 Table R6 — Access Management for BES Cyber System Information. To be considered access to BCSI in the context of

this requirement, an individual has both the ability to obtain and use BCSI. Provisioned access is to be considered the result

of the specific actions taken to provide an individual(s) the means to access BCSI (e.g., may include physical keys or access

cards, user accounts and associated rights and privileges, encryption keys). [Violation Risk Factor: Medium] [Time Horizon:

Same Day Operations and Operations Planning].

Evidence must include each of the applicable documented programs that collectively include the applicable requirement

parts in CIP-004-7 Table R6 — Access Management for BES Cyber System Information and additional evidence to

demonstrate implementation as described in the Measures column of the table.

High Impact BES Cyber Systems and

their associated:
1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS; and
2. PACS

Prior to provisioning, authorize (unless

Examples of evidence may include, but

already authorized according to Part

are not limited to, individual records or

4.1.) based on need, as determined by

lists that include who is authorized, the

the Responsible Entity, except for CIP

date of the authorization, and the

Exceptional Circumstances:

6.1.1. Provisioned electronic access to
electronic BCSI; and

6.1.2. Provisioned physical access to
physical BCSI.

justification of business need for the
provisioned access.
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their associated:
1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
with External Routable Connectivity
and their associated:

1. EACMS; and
2. PACS

6.2 | High Impact BES Cyber Systems and Verify at least once every 15 calendar Examples of evidence may include, but
their associated: months that all individuals with are not limited to, the documentation
1. EACMS: and provisioned access to BCSI: of the review that includes all of the
2 PACS 6.2.1. have an authorization record; following:
' and e List of authorized individuals;
Medium Impact BES Cyber Systems 6.2.2. still need the provisioned access e List of individuals who have been
with External Routable Connectivity to perform their current work provisioned access;
and their associated: functions, as determined by the L o
Responsible Entity e Verification that provisioned
1. EACMS; and - access is appropriate based on
2. PACS need; and
e Documented reconciliation
6.3 | High Impact BES Cyber Systems and For termination actions, remove the Examples of dated evidence may

individual’s ability to use provisioned

include, but are not limited to, access

access to BCSI (unless already revoked

revocation records associated with the

according to Part 5.1) by the end of the

terminations and dated within the next

next calendar day following the
effective date of the termination
action.

calendar day of the termination action.

Page 22 of 45



CIP-004-76 — Cyber Security — Personnel & Training

C. Compliance

1. Compliance Monitoring Process:

1.1.

1.2.

1.3.

Compliance Enforcement Authority:

As-defined-inthe NERCRules-of Procedure; “Compliance Enforcement Authority” (CEA)
means NERC or the Regional Entity, or any entity as otherwise designated by an
Applicable Governmental Authority, in their respective roles of monitoring and/or
enforcing compliance with mandatory and enforceable the-NERC-Reliability Standards
in their respective jurisdictions.

Evidence Retention:

The following evidence retention periods identify the period of time an entity is
required to retain specific evidence to demonstrate compliance. For instances where
the evidence retention period specified below is shorter than the time since the last
audit, the CEA may ask an entity to provide other evidence to show that it was
compliant for the full time period since the last audit.

The Respensible-Eapplicable entity shall keep data or evidence to show compliance as
identified below unless directed by its CEA to retain specific evidence for a longer
period of time as part of an investigation:

Each-Responsible-EThe applicable entity shall retain evidence of each requirement in
this standard for three calendar years.

H-a-Respensible-EThe applicable entity is found non-compliant, it shall keep information
related to the non-compliance until mitigation is complete and approved or for the
time specified above, whichever is longer.

The CEA shall keep the last audit records and all requested and submitted subsequent
audit records.

Compliance Monitoring and EnforceAssessment Programeesses:

As defined in the NERC Rules of Procedure, “Compliance Monitoring and Enforcement
Program” refers to the identification of the processes that will be used to evaluate data
or information for the purpose of assessing performance or outcomes with the
associated Reliability Standard.

Compliance-Audits

Self Cortificati

Seeirlhocking

- i Vielation o
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2. Table of Compliance Elements

Time
Horizon

Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL

Severe VSL

High VSL

security training program
but failed to include one
of the training content
topics in Requirement
Parts 2.1.1 through 2.1.9.
(2.1)

OR

cyber security
training program but
failed to include two
of the training
content topics in
Requirement Parts
2.1.1 through 2.1.9.
(2.1)

OR

security training
program but failed to
include three of the
training content topics
in Requirement Parts
2.1.1 through 2.1.9.
(2.1)

OR

R1 | Operations Lower | The Responsible Entity did | The Responsible The Responsible Entity | The Responsible Entity
Planning not reinforce cyber Entity did not did not reinforce cyber | did not document or
security practices during a | reinforce cyber security practices implement any security
calendar quarter but did security practices during a calendar awareness process(es)
so less than 10 calendar during a calendar guarter but did so to reinforce cyber
days after the start of a guarter but did so within the subsequent security practices. (R1)
subsequent calendar between 10 and 30 guarter but beyond 30 OR
quarter. (1.1) calendar days after calendar days after the
the start of a start of that calendar The Responsible Entity
subsequent calendar | quarter. (1.1) did not reinforce cyber
quarter. (1.1) security practices and
associated physical
security practices for at
least two consecutive
calendar quarters. (1.1)
R2 | Operations Lower | The Responsible Entity The Responsible The Responsible Entity | The Responsible Entity
Planning implemented a cyber Entity implemented a | implemented a cyber did not implement a

cyber security training
program appropriate to
individual roles,
functions, or
responsibilities. (R2)

OR

The Responsible Entity
implemented a cyber
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‘ Time
Horizon

Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL

Severe VSL

The Responsible Entity
implemented a cyber
security training program
but failed to train one
individual (with the
exception of CIP
Exceptional
Circumstances) prior to
their being granted
authorized electronic and
authorized unescorted
physical access. (2.2)

OR

The Responsible Entity
implemented a cyber
security training program
but failed to train one
individual with authorized
electronic or authorized
unescorted physical
access within 15 calendar
months of the previous
training completion date.
(2.3)

The Responsible
Entity implemented a
cyber security
training program but
failed to train two
individuals (with the
exception of CIP
Exceptional
Circumstances) prior
to their being
granted authorized
electronic and
authorized
unescorted physical
access. (2.2)

OR

The Responsible
Entity implemented a
cyber security
training program but
failed to train two
individuals with
authorized electronic
or authorized
unescorted physical
access within 15

High VSL

The Responsible Entity
implemented a cyber
security training
program but failed to
train three individuals
(with the exception of
CIP Exceptional
Circumstances) prior to
their being granted
authorized electronic
and authorized
unescorted physical
access. (2.2)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train three individuals
with authorized
electronic or authorized
unescorted physical
access within 15
calendar months of the
previous training
completion date. (2.3)

security training
program but failed to
include four or more of
the training content
topics in Requirement
Parts 2.1.1 through
2.1.9. (2.1)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train four or more
individuals (with the
exception of CIP
Exceptional
Circumstances) prior to
their being granted
authorized electronic
and authorized
unescorted physical
access. (2.2)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
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Time

Horizon

Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL
calendar months of
the previous training
completion date.
(2.3)

High VSL

Severe VSL
train four or more
individuals with
authorized electronic or
authorized unescorted
physical access within 15
calendar months of the
previous training
completion date. (2.3)

R3

Operations
Planning

Medium

The Responsible Entity
has a program for
conducting Personnel Risk
Assessments (PRAs) for
individuals, including
contractors and service
vendors, but did not
conduct the PRA as a
condition of granting
authorized electronic or
authorized unescorted
physical access for one
individual. (R3)

OR

The Responsible Entity did
conduct Personnel Risk
Assessments (PRAs) for
individuals, including
contractors and service

The Responsible
Entity has a program
for conducting
Personnel Risk
Assessments (PRAs)
for individuals,
including contractors
and service vendors,
but did not conduct
the PRAas a
condition of granting
authorized electronic
or authorized
unescorted physical
access for two
individuals. (R3)

OR

The Responsible
Entity did conduct

The Responsible Entity
has a program for
conducting Personnel
Risk Assessments (PRAs)
for individuals,
including contractors
and service vendors,
but did not conduct the
PRA as a condition of
granting authorized
electronic or authorized
unescorted physical
access for three
individuals. (R3)

OR

The Responsible Entity
did conduct Personnel
Risk Assessments (PRAs)
for individuals,

The Responsible Entity
did not have all of the
required elements as
described by 3.1 through
3.4 included within
documented program(s)
for implementing
Personnel Risk
Assessments (PRAs), for
individuals, including
contractors and service
vendors, for obtaining
and retaining authorized
cyber or authorized
unescorted physical
access. (R3)

OR

The Responsible Entity
has a program for
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‘ Time
Horizon

Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL

Severe VSL

vendors, with authorized
electronic or authorized
unescorted physical
access but did not confirm
identity for one
individual. (3.1 & 3.4)

OR

The Responsible Entity
has a process to perform
seven-year criminal
history record checks for
individuals, including
contractors and service
vendors, with authorized
electronic or authorized
unescorted physical
access but did not include
the required checks
described in 3.2.1 and
3.2.2 for one individual.
(3.2 &3.4)

OR

The Responsible Entity did
conduct Personnel Risk
Assessments (PRAs) for
individuals, including
contractors and service

Personnel Risk
Assessments (PRAS)
for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized
unescorted physical
access but did not
confirm identity for
two individuals. (3.1
& 3.4)

OR

The Responsible
Entity has a process
to perform seven-
year criminal history
record checks for
individuals, including
contractors and
service vendors, with
authorized electronic
or authorized
unescorted physical
access but did not
include the required
checks described in

High VSL
including contractors
and service vendors,
with authorized
electronic or authorized
unescorted physical
access but did not
confirm identity for
three individuals. (3.1 &
3.4)

OR

The Responsible Entity
has a process to
perform seven-year
criminal history record
checks for individuals,
including contractors
and service vendors,
with authorized
electronic or authorized
unescorted physical
access but did not
include the required
checks described in
3.2.1 and 3.2.2 for three
individuals. (3.2 & 3.4)

OR

conducting Personnel
Risk Assessments (PRAs)
for individuals, including
contractors and service
vendors, but did not
conduct the PRA as a
condition of granting
authorized electronic or
authorized unescorted
physical access for four
or more individuals. (R3)

OR

The Responsible Entity
did conduct Personnel
Risk Assessments (PRAs)
for individuals, including
contractors and service
vendors, with authorized
electronic or authorized
unescorted physical
access but did not
confirm identity for four
or more individuals. (3.1
& 3.4)

OR

The Responsible Entity
has a process to perform
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‘ Time
Horizon

Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL

Severe VSL

vendors, with authorized
electronic or authorized
unescorted physical
access but did not
evaluate criminal history
records check for access
authorization for one
individual. (3.3 & 3.4)

OR

The Responsible Entity did
not conduct Personnel
Risk Assessments (PRAs)
for one individual with
authorized electronic or
authorized unescorted
physical access within 7
calendar years of the
previous PRA completion
date. (3.5)

3.2.1and 3.2.2 for
two individuals. (3.2
& 3.4)

OR

The Responsible
Entity did conduct
Personnel Risk
Assessments (PRAS)
for individuals,
including contractors
and service vendors,
with authorized
electronic or
authorized
unescorted physical
access but did not
evaluate criminal
history records check
for access
authorization for two
individuals. (3.3 &
3.4)

OR

The Responsible
Entity did not
conduct Personnel
Risk Assessments

High VSL

The Responsible Entity
did conduct Personnel
Risk Assessments (PRAs)
for individuals,
including contractors
and service vendors,
with authorized
electronic or authorized
unescorted physical
access but did not
evaluate criminal
history records check
for access authorization
for three individuals.
(3.3 &3.4)

OR

The Responsible Entity
did not conduct
Personnel Risk
Assessments (PRAs) for
three individuals with
authorized electronic or
authorized unescorted
physical access within 7
calendar years of the
previous PRA
completion date. (3.5)

seven-year criminal
history record checks for
individuals, including
contractors and service
vendors, with authorized
electronic or authorized
unescorted physical
access but did not
include the required
checks described in 3.2.1
and 3.2.2 for four or
more individuals. (3.2 &
3.4)

OR

The Responsible Entity
did conduct Personnel
Risk Assessments (PRAs)
for individuals, including
contractors and service
vendors, with authorized
electronic or authorized
unescorted physical
access but did not
evaluate criminal history
records check for access
authorization for four or
more individuals. (3.3 &
3.4)
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Time
Horizon

Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL
(PRASs) for two
individuals with
authorized electronic
or authorized
unescorted physical
access within 7
calendar years of the
previous PRA
completion date.
(3.5)

High VSL

Severe VSL

OR

The Responsible Entity
did not conduct
Personnel Risk
Assessments (PRAs) for
four or more individuals
with authorized
electronic or authorized
unescorted physical
access within 7 calendar
years of the previous
PRA completion date.
(3.5)

R4

Operations
Planning
and Same
Day
Operations

Medium

The Responsible Entity did
not verify that individuals
with active electronic or
active unescorted physical
access have authorization
records during a calendar
qguarter but did so less
than 10 calendar days
after the start of a
subsequent calendar
quarter. (4.2)

OR

The Responsible
Entity did not verify
that individuals with
active electronic or
active unescorted
physical access have
authorization records
during a calendar
qguarter but did so
between 10 and 20
calendar days after
the start of a
subsequent calendar
quarter. (4.2)

The Responsible Entity
did not verify that
individuals with active
electronic or active
unescorted physical
access have
authorization records
during a calendar
guarter but did so
between 20 and 30
calendar days after the
start of a subsequent
calendar quarter. (4.2)

OR

The Responsible Entity
did not implement any
documented program(s)
for access management.
(R4)

OR

The Responsible Entity
has-did not
implemented one or
more documented
program(s) for access
management that
includes a process to
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‘ Time
Horizon

Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL

High VSL

Severe VSL

The Responsible Entity
has implemented
processes to verify that
user accounts, user
account groups, or user
role categories, and their
specific, associated
privileges are correct and
necessary within 15
calendar months of the
previous verification but
for 5% or less of its BES
Cyber Systemes, privileges
were incorrect or
unnecessary. (4.3)

OR

The Responsible
Entity has
implemented
processes to verify
that user accounts,
user account groups,
or user role
categories, and their
specific, associated
privileges are correct
and necessary within
15 calendar months
of the previous
verification but for

The Responsible Entity
has implemented
processes to verify that
user accounts, user
account groups, or user
role categories, and
their specific,
associated privileges
are correct and
necessary within 15
calendar months of the
previous verification
but for more than 10%
but less than (or equal
to) 15% of its BES Cyber

authorize electronic
access; or unescorted
physical access;e¢

OR

The Responsible Entity
did not verify that
individuals with active
electronic or active
unescorted physical

0 o
OR more than 5% but Systems, privileges access have
The R ible Enti less than (or equal were incorrect or thorizati ds f
10% of its BES unnecessary. (4.3) autnorization records tor
has-implemented tCO)b S° y- (& at least two consecutive
processes-toverify that y gr ystems, calendar quarters. (4.2)
. privileges were
aceess to-the designatec i of
| . forBES | INCOMTECt Or OR
Cyber Systeminformation | UNNecessary. (4.3) Thebessansible Talily
) . The Responsible Entity
ieorrectand aaceccapy has-implemented .
bl . has implemented
withind5-calendar processes-to-verify that .
. 25 processes to verify that
months-of the previous aeeess-to-the
T . . . user accounts, user
verificationbutfor5%or | The-Responsible designated-storage
. . account groups, or user
less-of its BES Cyber Erteehas lecationsfor BES Cyber group .
i . . role categories, and their
Systertnformation frlernented Systep-laformakionds
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Time
Horizon

Lower VSL

storagelocations;
il .
or-unnecessary—{44)

Violation Severity Levels (CIP-004-

Moderate VSL
processes-to-verify

High VSL

Severe VSL
specific, associated
privileges are correct
and necessary within 15
calendar months of the
previous verification but
for more than 15% of its
BES Cyber Systems,
privileges were incorrect
or unnecessary. (4.3)
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R5

Time
Horizon

Same Day
Operations
and
Operations
Planning

Medium

Lower VSL
The R ble Enti

The Responsible Entity
has implemented one or
more process(es) to
revoke the individual’s
user accounts upon
termination action but did
not do so for within 30
calendar days of the date
of termination action for
one or more individuals.
(5.43)

OR

The Responsible Entity
has implemented one or

Violation Severity Levels (CIP-004- )

Moderate VSL
The Responsible
Entity has
implemented one or
more process(es) to
remove the ability
for unescorted
physical access and
Interactive Remote
Access upon a
termination action or
complete the
removal within 24
hours of the
termination action
but did not initiate
those removals for
one individual. (5.1)

OR

The Responsible
Entity has
implemented one or
more process(es) to
determine that an
individual no longer
requires retention of
access following

High VSL
The Responsible Entity
has implemented one
or more process(es) to
remove the ability for
unescorted physical
access and Interactive
Remote Access upon a
termination action or
complete the removal
within 24 hours of the
termination action but
did not initiate those
removals for two
individuals. (5.1)

OR

The Responsible Entity
has implemented one
or more process(es) to
determine that an
individual no longer
requires retention of
access following
reassignments or
transfers but, for two
individuals, did not
revoke the authorized

Severe VSL
The Responsible Entity
has not implemented
any documented
program(s) for access
revocation for electronic
access; or unescorted
physical access;o+BES
Cubopfustony
nformation-storage
leeatiens. (R5)
OR

The Responsible Entity
has implemented one or
more process(es) to
remove the ability for
unescorted physical
access and Interactive
Remote Access upon a
termination action or
complete the removal
within 24 hours of the
termination action but
did not initiate those
removals for three or
more individuals. (5.1)
OR
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‘ Time
Horizon

Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL

High VSL

Severe VSL

more process(es) to
change passwords for
shared accounts known to
the user upon termination
action, reassignment, or
transfer, but did not do so
for within 30 calendar
days of the date of
termination action,
reassignment, or transfer
for one or more
individuals. (5.45)

OR

The Responsible Entity
has implemented one or
more process(es) to
determine and document
extenuating operating
circumstances following a
termination action,
reassignment, or transfer,
but did not change one or
more passwords for
shared accounts known to
the user within 10
calendar days following
the end of the

reassignments or
transfers but, for one
individual, did not
revoke the
authorized electronic
access to individual
accounts and
authorized
unescorted physical
access by the end of
the next calendar day
following the
predetermined date.
(5.2)

electronic access to
individual accounts and
authorized unescorted
physical access by the
end of the next
calendar day following
the predetermined
date. (5.2)

The Responsible Entity
has implemented one or
more process(es) to
determine that an
individual no longer
requires retention of
access following
reassignments or
transfers but, for three
or more individuals, did
not revoke the
authorized electronic
access to individual
accounts and authorized
unescorted physical
access by the end of the
next calendar day
following the
predetermined date.
(5.2)

Page 33 of 45




CIP-004-76 — Cyber Security — Personnel & Training

Time
Horizon

Lower VSL

Violation Severity Levels (CIP-004- )

Moderate VSL

High VSL

Severe VSL

individual, did not
authorize provisioned

Requirement R6 Part

6.1 but, for three

6.1 but, for two

electronic access to
electronic BCSI or
provisioned physical
access to physical BCSI.

individuals, did not

individuals, did not
authorize provisioned

authorize

provisioned
electronic access to

electronic access to
electronic BCSI or
provisioned physical

(6.1)
OR

The Responsible Entity
performed the
verification required by
Requirement R6 Part 6.2

electronic BCSI or

access to physical BCSI.

provisioned physical

(6.1)

access to physical
BCSI. (6.1

OR

The Responsible

more than 15 calendar

Entity performed the

OR
The Responsible Entity

extenuating operating day-fellowingthe
circumstances. (5.54) effective dateand
timeofthe
{53}

R6 | Same Day Medium | The Responsible Entity The Responsible The Responsible Entity | The Responsible Entity
Operations has implemented one or Entity has has implemented one did not implement one
and more program(s) as implemented one or | or more program(s) as or more documented
Operations required by Requirement | more program(s) as required by access management
Planning R6 Part 6.1 but, for one required by Requirement R6 Part program(s) for BCSI.

(R6)
OR

The Responsible Entity
has implemented one or
more program(s) as
required by
Requirement R6 Part 6.1
but, for four or more
individuals, did not
authorize provisioned

performed the
verification required by

electronic access to
electronic BCSI or

Requirement R6 Part

months but less than or

verification required

6.2 more than 17

equal to 16 calendar
months of the previous

by Requirement R6

calendar months but

Part 6.2 more than

less than or equal to 18

verification. (6.2)

16 calendar months

calendar months of the

provisioned physical
access to physical BCSI.

(6.1)
OR
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Time
Horizon

Violation Severity Levels (CIP-004- )

Lower VSL

OR

The Responsible Entity
has implemented one or
more program(s) to
remove the individual’s
ability to use provisioned
access to BCSI but, for
one individual, did not do

so by the timeframe
required in Requirement
R6, Part 6.3.

Moderate VSL
but less than or equal

High VSL
previous verification.

to 17 calendar
months of the
previous verification.

(6.2)
OR

The Responsible

Entity has
implemented one or

(6.2)

OR
The Responsible Entity

Severe VSL

The Responsible Entity
performed the
verification required by
Requirement R6 Part 6.2

has implemented one
or more program(s) to
remove the individual’s

ability to use
provisioned access to

more program(s) to
remove the
individual’s ability to
use provisioned
access to BCSI but,
for two individuals,
did not do so by the
timeframe required
in Requirement R6,
Part 6.3.

BCSI but, for three
individuals, did not do
so by the timeframe

required in
Requirement R6, Part

more than 18 calendar
months of the previous
verification. (6.2)

OR

The Responsible Entity
has implemented one or
more program(s) to
remove the individual’s

ability to use
provisioned access to

6.3.

BCSI but, for four or
more individuals, did not
do so by the timeframe
required in Requirement
R6, Part 6.3.
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D. Regional Variances
None.

E. Interpretations
None.

F. Associated Documents

None.

Version History

Version Date

1 1/16/06

Action

R3.2 — Change “Control Center” to
“control center.”

Change Tracking
3/24/06

2 9/30/09

Modifications to clarify the
requirements and to bring the
compliance elements into conformance
with the latest guidelines for developing
compliance elements of standards.

Removal of reasonable business
judgment.

Replaced the RRO with the RE as a
responsible entity.

Rewording of Effective Date.

Changed compliance monitor to
Compliance Enforcement Authority.

3 12/16/09

Updated Version Number from -2 to -3

In Requirement 1.6, deleted the
sentence pertaining to removing
component or system from service in
order to perform testing, in response to
FERC order issued September 30, 2009.

3 12/16/09

Approved by the NERC Board of
Trustees.

3 3/31/10

Approved by FERC.

4 1/24/11

Approved by the NERC Board of
Trustees.
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Version

5

Date
11/26/12

Action

Adopted by the NERC Board of
Trustees.

Change Tracking

Modified to
coordinate with
other CIP
standards and to
revise format to
use RBS
Template.

11/22/13

FERC Order issued approving CIP-004-5.

5.1

9/30/13

Modified two VSLs in R4

Errata

11/13/14

Adopted by the NERC Board of
Trustees.

Addressed two
FERC directives
from Order No.
791 related to
identify, assess,
and correct
language and
communication
networks.

2/12/15

Adopted by the NERC Board of
Trustees.

Replaces the
version adopted
by the Board on
11/13/2014.
Revised version
addresses
remaining
directives from
Order No. 791
related to
transient devices
and low impact
BES Cyber
Systems.

1/21/16

FERC order issued approving CIP-004-6.
Docket No. RM15-14-000

IN

8/12/21

Adopted by the NERC Board of Trustees

Revised to

enhance BES

reliability for
entities to

manage their
BCSI.

Page 37 of 45




Guidelines and Technical Basis

Page 38 of 45



Guidelines and Technical Basis

Page 39 of 45



Guidelines and Technical Basis

Page 40 of 45



Guidelines and Technical Basis

1/1
1) Quarterly access review
2) privilege review (at least once every
15 calendar months)
3) BES Cyber
System Information
review (at least once every 4/1

15 calendar months) Quarterly access review

Quarterly access review

7/1

Quarterly access review

10/1

1/1

1) Quarterly access review
2) privilege review

(at least once every

15 calendar months)
3) BES Cyber System

Information review

(at least once every

15 calendar months)

&

&

| T T T T
2/1 3/1 4/1 5/1
1/1

6/1

7/1

8/1

9/1

10/1

11/1

12/1
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CIP-011-3 — Cyber Security — Information Protection

A. Introduction

1.
2.
3.

Title:

Number:

Cyber Security — Information Protection

CIP-011-3

Purpose: To prevent unauthorized access to BES Cyber System Information (BCSI) by
specifying information protection requirements in support of protecting BES Cyber
Systems against compromise that could lead to misoperation or instability in the Bulk
Electric System (BES).

Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
following list of functional entities will be collectively referred to as “Responsible
Entities.” For requirements in this standard where a specific functional entity or
subset of functional entities are the applicable entity or entities, the functional
entity or entities are specified explicitly.

4.1.1
4.1.2

4.1.3
4.1.4
4.1.5

Balancing Authority

Distribution Provider that owns one or more of the following Facilities,
systems, and equipment for the protection or restoration of the BES:

4.1.2.1

4.1.2.2

4.1.2.3

4.1.2.4

Each underfrequency Load shedding (UFLS) or undervoltage Load
shedding (UVLS) system that:

4.1.2.1.1 is part of a Load shedding program that is subject to
one or more requirements in a NERC or Regional
Reliability Standard; and

4.1.2.1.2 performs automatic Load shedding under a common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or more.

Each Remedial Action Scheme (RAS) where the RAS is subject to
one or more requirements in a NERC or Regional Reliability
Standard.

Each Protection System (excluding UFLS and UVLS) that applies to
Transmission where the Protection System is subject to one or
more requirements in a NERC or Regional Reliability Standard.

Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

Generator Operator

Generator Owner

Reliability Coordinator
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4.2,

4.1.6 Transmission Operator

4.1.7 Transmission Owner

Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entity in 4.1 above
are those to which these requirements are applicable. For requirements in this
standard where a specific type of Facilities, system, or equipment or subset of
Facilities, systems, and equipment are applicable, these are specified explicitly.

4.2.1

4.2.2

4.2.3

Distribution Provider: One or more of the following Facilities, systems and
equipment owned by the Distribution Provider for the protection or
restoration of the BES:

4.2.1.1 Each UFLS or UVLS System that:

4.2.1.1.1 is part of a Load shedding program that is subject to
one or more requirements in a NERC or Regional
Reliability Standard; and

4.2.1.1.2 performs automatic Load shedding under a common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or more.

4.2.1.2 Each RAS where the RAS is subject to one or more requirements in
a NERC or Regional Reliability Standard.

4.2.1.3 Each Protection System (excluding UFLS and UVLS) that applies to
Transmission where the Protection System is subject to one or
more requirements in a NERC or Regional Reliability Standard.

4.2.1.4 Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

Responsible Entities listed in 4.1 other than Distribution Providers:
All BES Facilities.
Exemptions: The following are exempt from Standard CIP-011-3:

4.2.3.1 Cyber Assets at Facilities regulated by the Canadian Nuclear Safety
Commission.

4.2.3.2 Cyber Assets associated with communication networks and data
communication links between discrete Electronic Security
Perimeters.

4.2.3.3 The systems, structures, and components that are regulated by the
Nuclear Regulatory Commission under a cyber security plan
pursuant to 10 C.F.R. Section 73.54.
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4.2.3.4 For Distribution Providers, the systems and equipment that are not
included in section 4.2.1 above.

4.2.3.5 Responsible Entities that identify that they have no BES Cyber
Systems categorized as high impact or medium impact according to
the CIP-002-5.1a identification and categorization processes.

5. Effective Dates: See Implementation Plan for CIP-011-3.

6. Background: Standard CIP-011 exists as part of a suite of CIP Standards related to cyber
security, which require the initial identification and categorization of BES Cyber Systems
and require a minimum level of organizational, operational, and procedural controls to
mitigate risk to BES Cyber Systems.

Most requirements open with, “Each Responsible Entity shall implement one or more
documented [processes, plan, etc.] that include the applicable items in [Table
Reference].” The referenced table requires the applicable items in the procedures for
the requirement’s common subject matter.

The term documented processes refers to a set of required instructions specific to the
Responsible Entity and to achieve a specific outcome. This term does not imply any
particular naming or approval structure beyond what is stated in the requirements. An
entity should include as much as it believes necessary in its documented processes, but
it must address the applicable requirements in the table.

The terms program and plan are sometimes used in place of documented processes
where it makes sense and is commonly understood. For example, documented
processes describing a response are typically referred to as plans (i.e., incident response
plans and recovery plans). Likewise, a security plan can describe an approach involving
multiple procedures to address a broad subject matter.

Similarly, the term program may refer to the organization’s overall implementation of
its policies, plans and procedures involving a subject matter. Examples in the standards
include the personnel risk assessment program and the personnel training program.
The full implementation of the CIP Cyber Security Standards could also be referred to as
a program. However, the terms program and plan do not imply any additional
requirements beyond what is stated in the standards.

Responsible Entities can implement common controls that meet requirements for
multiple high and medium impact BES Cyber Systems. For example, a single training
program could meet the requirements for training personnel across multiple BES Cyber
Systems.

Measures for the initial requirement are simply the documented processes themselves.
Measures in the table rows provide examples of evidence to show documentation and
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implementation of applicable items in the documented processes. These measures
serve to provide guidance to entities in acceptable records of compliance and should
not be viewed as an all-inclusive list.

Throughout the standards, unless otherwise stated, bulleted items in the requirements
and measures are items that are linked with an “or,” and numbered items are items that
are linked with an “and.”

Many references in the Applicability section use a threshold of 300 MW for UFLS and
UVLS. This particular threshold of 300 MW for UVLS and UFLS was provided in Version 1
of the CIP Cyber Security Standards. The threshold remains at 300 MW since it is
specifically addressing UVLS and UFLS, which are last ditch efforts to save the BES. A
review of UFLS tolerances defined within regional reliability standards for UFLS program
requirements to date indicates that the historical value of 300 MW represents an
adequate and reasonable threshold value for allowable UFLS operational tolerances.

“Applicable Systems” Columns in Tables:
Each table has an “Applicable Systems” column to further define the scope of systems
to which a specific requirement row applies. The CSO706 SDT adapted this concept
from the National Institute of Standards and Technology (“NIST”) Risk Management
Framework as a way of applying requirements more appropriately based on impact and
connectivity characteristics. The following conventions are used in the “Applicable
Systems” column as described.

e High Impact BES Cyber Systems — Applies to BES Cyber Systems categorized as
high impact according to the CIP-002-5.1a identification and categorization
processes.

e  Medium Impact BES Cyber Systems — Applies to BES Cyber Systems categorized as
medium impact according to the CIP-002-5.1a identification and categorization
processes.

° Electronic Access Control or Monitoring Systems (EACMS) — Applies to each
Electronic Access Control or Monitoring System associated with a referenced high
impact BES Cyber System or medium impact BES Cyber System. Examples may
include, but are not limited to, firewalls, authentication servers, and log
monitoring and alerting systems.

° Physical Access Control Systems (PACS) — Applies to each Physical Access Control
System associated with a referenced high impact BES Cyber System or medium
impact BES Cyber System with External Routable Connectivity.

° Protected Cyber Assets (PCA) — Applies to each Protected Cyber Asset associated
with a referenced high impact BES Cyber System or medium impact BES Cyber
System.
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B. Requirements and Measures

R1.

M1.

11

Each Responsible Entity shall implement one or more documented information protection program(s) for BES Cyber System
Information (BCSI) pertaining to “Applicable Systems” identified in CIP-011-3 Table R1 — Information Protection Program
that collectively includes each of the applicable requirement parts in CIP-011-3 Table R1 — Information Protection Program.

[Violation Risk Factor: Medium] [Time Horizon: Operations Planning].

Evidence for the information protection program must include the applicable requirement parts in CIP-011-3 Table R1 —
Information Protection Program and additional evidence to demonstrate implementation as described in the Measures

column of the table.

CIP-011-3 Table R1 — Information Protection Program

Applicable Systems

High Impact BES Cyber Systems and
their associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
and their associated:

1. EACMS; and
2. PACS

Requirements

Method(s) to identify BCSI.

Measures

Examples of acceptable evidence may
include, but are not limited to, the
following:

e Documented method(s) to identify
BCSI from the entity’s information
protection program; or

e Indications on information (e.g.,
labels or classification) that identify
BCSI as designated in the entity’s
information protection program; or

e Training materials that provide
personnel with sufficient
knowledge to identify BCSI; or

e Storage locations identified for
housing BCSI in the entity’s
information protection program.
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1.2

CIP-011-3 Table R1 — Information Protection Program

Applicable Systems

High Impact BES Cyber Systems and
their associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
and their associated:

1. EACMS; and
2. PACS

Requirements

Method(s) to protect and securely
handle BCSI to mitigate risks of
compromising confidentiality.

Measures

Examples of evidence for on-premise
BCSI may include, but are not limited
to, the following:

e Procedures for protecting and
securely handling, which
include topics such as storage,
security during transit, and use
of BCSI; or

e Records indicating that BCSI is
handled in a manner consistent
with the entity’s documented
procedure(s).

Examples of evidence for off-premise
BCSI may include, but are not limited
to, the following:

e Implementation of electronic
technical method(s) to protect
electronic BCSI (e.g., data
masking, encryption, hashing,
tokenization, cipher, electronic
key management); or

e Implementation of physical
technical method(s) to protect
physical BCSI (e.g., physical lock
and key management, physical
badge management,
biometrics, alarm system); or
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CIP-011-3 Table R1 — Information Protection Program

Measures

Applicable Systems Requirements

Implementation of
administrative method(s) to
protect BCSI (e.g., vendor
service risk assessments,
business agreements).
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R2.

Ma2.

Each Responsible Entity shall implement one or more documented process(es) that collectively include the applicable
requirement parts in CIP-011-3 Table R2 — BES Cyber Asset Reuse and Disposal. [Violation Risk Factor: Lower] [Time Horizon:

Operations Planning].

Evidence must include each of the applicable documented processes that collectively include each of the applicable
requirement parts in CIP-011-3 Table R2 — BES Cyber Asset Reuse and Disposal and additional evidence to demonstrate
implementation as described in the Measures column of the table.

CIP-011-3 Table R2 — BES Cyber Asset Reuse and Disposal

Applicable Systems

Requirements

Measures

2.1

High Impact BES Cyber Systems and
their associated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
and their associated:

1. EACMS;
2. PACS; and
3. PCA

Prior to the release for reuse of
applicable Cyber Assets that contain
BCSI (except for reuse within other
systems identified in the “Applicable
Systems” column), the Responsible
Entity shall take action to prevent the
unauthorized retrieval of BCSI from
the Cyber Asset data storage media.

Examples of acceptable evidence may
include, but are not limited to, the
following:

Records tracking sanitization actions
taken to prevent unauthorized
retrieval of BCSI such as clearing,
purging, or destroying; or

Records tracking actions such as
encrypting, retaining in the Physical
Security Perimeter or other methods
used to prevent unauthorized
retrieval of BCSI.
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CIP-011-3 Table R2 — BES Cyber Asset Reuse and Disposal

Applicable Systems

Requirements

Measures

2.2

High Impact BES Cyber Systems and
their associated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BES Cyber Systems
and their associated:

1. EACMS;
2. PACS; and
3. PCA

Prior to the disposal of applicable
Cyber Assets that contain BCSI, the
Responsible Entity shall take action to
prevent the unauthorized retrieval of
BCSI from the Cyber Asset or destroy
the data storage media.

Examples of acceptable evidence may
include, but are not limited to, the
following:

e Records that indicate that data
storage media was destroyed
prior to the disposal of an
applicable Cyber Asset; or

e Records of actions taken to

prevent unauthorized retrieval of

BCSI prior to the disposal of an
applicable Cyber Asset.
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B. Compliance
1. Compliance Monitoring Process:

1.1. Compliance Enforcement Authority: “Compliance Enforcement Authority” (CEA)
means NERC or the Regional Entity, or any entity as otherwise designated by an
Applicable Governmental Authority, in their respective roles of monitoring and/or
enforcing compliance with mandatory and enforceable Reliability Standards in
their respective jurisdictions.

1.2. Evidence Retention: The following evidence retention period(s) identify the period
of time an entity is required to retain specific evidence to demonstrate
compliance. For instances where the evidence retention period specified below is
shorter than the time since the last audit, the CEA may ask an entity to provide
other evidence to show that it was compliant for the full time period since the last
audit.

The applicable entity shall keep data or evidence to show compliance as identified
below unless directed by its CEA to retain specific evidence for a longer period of
time as part of an investigation:

e The applicable entity shall retain evidence of each requirement in this standard
for three calendar years.

e If an applicable entity is found non-compliant, it shall keep information related
to the non-compliance until mitigation is complete and approved or for the
time specified above, whichever is longer.

e The CEA shall keep the last audit records and all requested and submitted
subsequent audit records.

1.3. Compliance Monitoring and Enforcement Program: As defined in the NERC Rules
of Procedure, “Compliance Monitoring and Enforcement Program” refers to the
identification of the processes that will be used to evaluate data or information for
the purpose of assessing performance or outcomes with the associated Reliability
Standard.
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Violation Severity Levels

Violation Severity Levels (CIP-011-3)

Time
R# Horizon .
Lower VSL Moderate VSL High VSL Severe VSL
R1 Operations | Medium N/A N/A The Responsible The Responsible
Planning Entity documented, Entity neither
but did not, documented nor
implement one or implemented one or
more BCSI protection | more BCSI protection
program(s). (R1) program(s). (R1)
OR

The Responsible
Entity documented
but did not
implement at least
one method to
identify BCSI. (1.1)

OR

The Responsible
Entity documented
but did not
implement at least
one method to
protect and securely
handle BCSI. (1.2)

R2 Operations | Lower N/A The Responsible The Responsible The Responsible
Planning Entity implemented Entity implemented Entity has not
one or more one or more documented or
documented documented implemented any
processes but did processes but did processes for
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Time
Horizon

Lower VSL

Violation Severity Levels (CIP-011-3)

Moderate VSL

High VSL

Severe VSL

not include
processes for reuse
as to prevent the
unauthorized
retrieval of BCSI
from the BES Cyber
Asset. (2.1)

not include disposal
or media destruction
processes to prevent
the unauthorized
retrieval of BCSI
from the BES Cyber
Asset. (2.2)

applicable
requirement parts in
CIP-011-3 Table R3 —
BES Cyber Asset
Reuse and Disposal.
(R2)
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C. Regional Variances

None.

D. Interpretations
None.

E. Associated Documents

Version History

Version Action Change Tracking
1 11/26/12 | Adopted by the NERC Board of Developed to define the
Trustees. information protection
requirements in coordination
with other CIP standards and
to address the balance of the
FERC directives in its Order
706.
1 11/22/13 FERC Order issued approving CIP-
011-1. (Order becomes effective
on 2/3/14.)
2 11/13/14 | Adopted by the NERC Board of Addressed two FERC directives
Trustees. from Order No. 791 related to
identify, assess, and correct
language and communication
networks.
2 2/12/15 Adopted by the NERC Board of Replaces the version adopted
Trustees. by the Board on 11/13/2014.
Revised version addresses
remaining directives from
Order No. 791 related to
transient devices and low
impact BES Cyber Systems.
2 1/21/16 FERC Order issued approving CIP-
011-2. Docket No. RM15-14-000
3 8/12/21 Adopted by the NERC Board of Revised to enhance BES
Trustees reliability for entities to
manage their BCSI.
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A. Introduction
1. Title: Cyber Security — Information Protection
2. Number: CIP-011-32

3. Purpose: To prevent unauthorized access to BES Cyber System Information (BCSI)
by specifying information protection requirements in support of
protecting BES Cyber Systems against compromise that could lead to
misoperation or instability in the Bulk Electric System (BES).

4. Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
following list of functional entities will be collectively referred to as “Responsible
Entities.” For requirements in this standard where a specific functional entity or
subset of functional entities are the applicable entity or entities, the functional entity
or entities are specified explicitly.

4.1.1 Balancing Authority

4.1.2 Distribution Provider that owns one or more of the following Facilities, systems,
and equipment for the protection or restoration of the BES:

4.1.2.1 Each underfrequency Load shedding (UFLS) or undervoltage Load shedding
(UVLS) system that:

4.1.2.1.1 is part of a Load shedding program that is subject to one or more
requirements in a NERC or Regional Reliability Standard; and

4.1.2.1.2 performs automatic Load shedding under a common control system
owned by the Responsible Entity, without human operator initiation,
of 300 MW or more.

4.1.2.2 Each-Special-Protection-System{SRS}-or Remedial Action Scheme (RAS)

where the SRS-e+RAS is subject to one or more requirements in a NERC or
Regional Reliability Standard.

4.1.2.3 Each Protection System (excluding UFLS and UVLS) that applies to
Transmission where the Protection System is subject to one or more
requirements in a NERC or Regional Reliability Standard.

4.1.2.4 Each Cranking Path and group of Elements meeting the initial switching
requirements from a Blackstart Resource up to and including the first
interconnection point of the starting station service of the next generation
unit(s) to be started.

4.1.3 Generator Operator
4.1.4 Generator Owner

4.1.64.1.5 Reliability Coordinator
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4.1-74.1.6 Transmission Operator
4.1:84.1.7 Transmission Owner

4.2, Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entity in 4.1 above
are those to which these requirements are applicable. For requirements in this
standard where a specific type of Facilities, system, or equipment or subset of
Facilities, systems, and equipment are applicable, these are specified explicitly.

4.2.1 Distribution Provider: One or more of the following Facilities, systems and
equipment owned by the Distribution Provider for the protection or restoration
of the BES:

4.2.1.1 Each UFLS or UVLS System that:

4.2.1.1.1 is part of a Load shedding program that is subject to one or more
requirements in a NERC or Regional Reliability Standard; and

4.2.1.1.2 performs automatic Load shedding under a common control system
owned by the Responsible Entity, without human operator initiation,
of 300 MW or more.

4.2.1.2 Each SRS-e~RAS where the SRS-e+RAS is subject to one or more
requirements in a NERC or Regional Reliability Standard.

4.2.1.3 Each Protection System (excluding UFLS and UVLS) that applies to
Transmission where the Protection System is subject to one or more
requirements in a NERC or Regional Reliability Standard.

4.2.1.4 Each Cranking Path and group of Elements meeting the initial switching
requirements from a Blackstart Resource up to and including the first
interconnection point of the starting station service of the next generation
unit(s) to be started.

4.2.2 Responsible Entities listed in 4.1 other than Distribution Providers:
All BES Facilities.
4.2.3 Exemptions: The following are exempt from Standard CIP-011-32:

4.2.3.1 Cyber Assets at Facilities regulated by the Canadian Nuclear Safety
Commission.

4.2.3.2 Cyber Assets associated with communication networks and data
communication links between discrete Electronic Security Perimeters.

4.2.3.3 The systems, structures, and components that are regulated by the Nuclear
Regulatory Commission under a cyber security plan pursuant to 10 C.F.R.
Section 73.54.

4.2.3.4 For Distribution Providers, the systems and equipment that are not included
in section 4.2.1 above.
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4.2.3.5 Responsible Entities that identify that they have no BES Cyber Systems
categorized as high impact or medium impact according to the CIP-002-5.1a
identification and categorization processes.

5. Effective Dates: See Implementation Plan for CIP-011-32.

6. Background:

Standard CIP-011 exists as part of a suite of CIP Standards related to cyber security,
which require the initial identification and categorization of BES Cyber Systems and
require a minimum level of organizational, operational, and procedural controls to
mitigate risk to BES Cyber Systems.

Most requirements open with, “Each Responsible Entity shall implement one or more
documented [processes, plan, etc.] that include the applicable items in [Table
Reference].” The referenced table requires the applicable items in the procedures for
the requirement’s common subject matter.

The term documented processes refers to a set of required instructions specific to the
Responsible Entity and to achieve a specific outcome. This term does not imply any
particular naming or approval structure beyond what is stated in the requirements.
An entity should include as much as it believes necessary in its documented processes,
but it must address the applicable requirements in the table.

The terms program and plan are sometimes used in place of documented processes
where it makes sense and is commonly understood. For example, documented
processes describing a response are typically referred to as plans (i.e., incident
response plans and recovery plans). Likewise, a security plan can describe an
approach involving multiple procedures to address a broad subject matter.

Similarly, the term program may refer to the organization’s overall implementation of
its policies, plans and procedures involving a subject matter. Examples in the
standards include the personnel risk assessment program and the personnel training
program. The full implementation of the CIP Cyber Security Standards could also be
referred to as a program. However, the terms program and plan do not imply any
additional requirements beyond what is stated in the standards.

Responsible Entities can implement common controls that meet requirements for
multiple high and medium impact BES Cyber Systems. For example, a single training
program could meet the requirements for training personnel across multiple BES
Cyber Systems.

Measures for the initial requirement are simply the documented processes
themselves. Measures in the table rows provide examples of evidence to show
documentation and implementation of applicable items in the documented processes.
These measures serve to provide guidance to entities in acceptable records of
compliance and should not be viewed as an all-inclusive list.
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Throughout the standards, unless otherwise stated, bulleted items in the
requirements and measures are items that are linked with an “or,” and numbered
items are items that are linked with an “and.”

Many references in the Applicability section use a threshold of 300 MW for UFLS and
UVLS. This particular threshold of 300 MW for UVLS and UFLS was provided in Version
1 of the CIP Cyber Security Standards. The threshold remains at 300 MW since it is
specifically addressing UVLS and UFLS, which are last ditch efforts to save the BES. A
review of UFLS tolerances defined within regional reliability standards for UFLS
program requirements to date indicates that the historical value of 300 MW
represents an adequate and reasonable threshold value for allowable UFLS
operational tolerances.

“Applicable Systems” Columns in Tables:

Each table has an “Applicable Systems” column to further define the scope of systems
to which a specific requirement row applies. The CSO706 SDT adapted this concept
from the National Institute of Standards and Technology (“NIST”) Risk Management
Framework as a way of applying requirements more appropriately based on impact
and connectivity characteristics. The following conventions are used in the
“Applicable Systems” column as described.

e  High Impact BES Cyber Systems — Applies to BES Cyber Systems categorized as
high impact according to the CIP-002-5.1a identification and categorization
processes.

e  Medium Impact BES Cyber Systems — Applies to BES Cyber Systems categorized
as medium impact according to the CIP-002-5.1a identification and
categorization processes.

° Electronic Access Control or Monitoring Systems (EACMS) — Applies to each
Electronic Access Control or Monitoring System associated with a referenced
high impact BES Cyber System or medium impact BES Cyber System. Examples
may include, but are not limited to, firewalls, authentication servers, and log
monitoring and alerting systems.

e  Physical Access Control Systems (PACS) — Applies to each Physical Access
Control System associated with a referenced high impact BES Cyber System or
medium impact BES Cyber System with External Routable Connectivity.

e  Protected Cyber Assets (PCA) — Applies to each Protected Cyber Asset
associated with a referenced high impact BES Cyber System or medium impact
BES Cyber System.
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B. Requirements and Measures

R1.

Mm1.

Each Responsible Entity shall implement one or more documented information protection program(s) for BES Cyber System
Information (BCSI) pertaining to “Applicable Systems” identified in CIP-011-3 Table R1 — Information Protection Program

that collectively includes each of the applicable requirement parts in C/IP-011-32 Table R1 — Information Protection
Program. [Violation Risk Factor: Medium] [Time Horizon: Operations Planning].

Evidence for the information protection program must include the applicable requirement parts in CIP-011-32 Table R1 —

Information Protection Program and additional evidence to demonstrate implementation as described in the Measures
column of the table.
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11

CIP-011-

Applicable Systems

High Impact BES Cyber Systems and
their associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
and their associated:

1. EACMS; and
2. PACS

Table R1 - Information Protection

Requirements

Method(s) to identify infermationthat

meets-the definition-of BES Cyber
sHomr-pfarmetien BOST

Measures

Examples of acceptable evidence may
include, but are not limited to, the

following:

e Documented method(s) to identify
BES CyberSystem-tnformation-BCS|
from the entity’s information
protection program; or

e Indications on information (e.g.,
labels or classification) that identify
BES CyberSystem-tnformation-BCSI|
as designated in the entity’s
information protection program; or

e Training materials that provide
personnel with sufficient
knowledge to identify BES-Cyber
System-tnfermation- BCSI; or

I o it )
i . . .

e Storage locations identified for
housing BCSI in the entity’s
information protection program.
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1.2

CIP-011-

Applicable Systems

High Impact BES Cyber Systems and
their associated:

1. EACMS; and
2. PACS

Medium Impact BES Cyber Systems
and their associated:

1. EACMS; and
2. PACS

Table R1 - Information Protection

Requirements
Procedure(s)-for protecting
andMethod(s) to protect and
securely handleing BES-CyberSystem
transitand-useto mitigate risks of
compromising confidentiality.

Measures

Examples of acceptable evidence for
on-premise BCSI may include, but are
not limited to, the following:

e Procedures for protecting and
securely handling BCSI, which
include topics such as storage,
security during transit, and use
Sf RS Cubor Suctony
information; or

e Records indicating that BES
CyberSystem-nformation-BCSI
is handled in a manner
consistent with the entity’s
documented procedure(s).

Examples of evidence for off-premise
BCSI may include, but are not limited
to, the following:

e Implementation of electronic
technical method(s) to protect
electronic BCSI (e.g., data
masking, encryption, hashing,
tokenization, cipher, electronic
key management); or

e Implementation of physical
technical method(s) to protect
physical BCSI (e.g., physical lock
and key management, physical
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CIP-011- Table R1 - Information Protection

Applicable Systems Requirements Measures

badge management,
biometrics, alarm system); or

e Implementation of
administrative method(s) to
protect BCSI (e.g., vendor
service risk assessments,
business agreements).

Page 8 of 19



CIP-011-23 — Cyber Security — Information Protection

R2. Each Responsible Entity shall implement one or more documented process(es) that collectively include the applicable
requirement parts in C/IP-011-32 Table R2 — BES Cyber Asset Reuse and Disposal. [Violation Risk Factor: Lower] [Time Horizon:
Operations Planning].

M2. Evidence must include each of the applicable documented processes that collectively include each of the applicable
requirement parts in CIP-011-32 Table R2 — BES Cyber Asset Reuse and Disposal and additional evidence to demonstrate
implementation as described in the Measures column of the table.

CIP-011-

Table R2 — BES Cyber Asset Reuse and Disposal

2.1

Applicable Systems

High Impact BES Cyber Systems and
their associated:

1. EACMS; (except for reuse within other

2. PACS; and systems identified in the “Applicable | ® Records tracking sanitization
Systems” column), the Responsible actions taken to prevent

3. PCA unauthorized retrieval of BES

Medium Impact BES Cyber Systems
and their associated:

1. EACMS; e Records tracking actions such as
2. PACS; and encrypting, retaining in the
3 PCA Physical Security Perimeter or

Requirements

Prior to the release for reuse of
applicable Cyber Assets that contain

BES CyberSystem-nformation BCSI

Entity shall take action to prevent the
unauthorized retrieval of BES-Cyber

System-tnfermationBCS| from the

Cyber Asset data storage media.

Measures

Examples of acceptable evidence may
include, but are not limited to, the

following:

Syebriystopatermatea-BCSI
such as clearing, purging, or
destroying; or

other methods used to prevent
unauthorized retrieval of BES

CybopSytom Informatien s CS1L
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CIP-011- Table R2 — BES Cyber Asset Reuse and Disposal

Applicable Systems Requirements Measures
2.2 High Impact BES Cyber Systems and zr'sr tzthe dls;]posal of :?\ppllcable Examples of acceptable evidence may
their associated: yoer Assets t aft co;ct::ntEhES Sybe! include, but are not limited to, the
System-nformation , the £ -
ollowing:
1. EACMS; Responsible Entity shall take action to
5 PACS: and prevent the unauthorized retrieval of e Records that indicate that
' ' BES Cyber Systemtnformation-BCS| data storage media was
3. PCA from the Cyber Asset or destroy the destroyed prior to the
data storage media. disposal of an applicable
Medium Impact BES Cyber Systems Cyber Asset; or
and their associated: e Records of actions taken to
1. EACMS; prevent unauthorized
retrieval of BES-CyberSystem
2. PACS; and tnformation-BCS| prior to the
3. PCA disposal of an applicable
Cyber Asset.
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B. Compliance

1.

Compliance Monitoring Process:

1.1.

1.2.

1.3.

Compliance Enforcement Authority:

As-defined-inthe- NERCRules-of Procedure; “Compliance Enforcement Authority” (CEA) means
NERC or the Regional Entity, or any entity as otherwise designated by an Applicable
Governmental Authority, in their respective roles of monitoring and/or enforcing compliance
with mandatory and enforceable the-NERC-Reliability Standards in their respective jurisdictions.

Evidence Retention: The following evidence retention period(s) identify the period of time an
entity is required to retain specific evidence to demonstrate compliance. For instances where
the evidence retention period specified below is shorter than the time since the last audit, the
CEA may ask an entity to provide other evidence to show that it was compliant for the full time
period since the last audit.

The applicable entity shall keep data or evidence to show compliance as identified below unless
directed by its CEA to retain specific evidence for a longer period of time as part of an
investigation::

o Each-Respensible-The applicable Eentity shall retain evidence of each requirement in this
standard for three calendar years.

o |f a Respensible-applicable Eentity is found non-compliant, it shall keep information related
to the noncompliance until mitigation is complete and approved or for the time specified
above, whichever is longer.

e The CEA shall keep the last audit records and all requested and submitted subsequent audit
records.

Compliance Monitoring and-Assessment-Process Enforcement Program: As defined in the
NERC Rules of Procedure, “Compliance Monitoring and Enforcement Program” refers to the
identification of the processes that will be used to evaluate data or information for the purpose
of assessing performance or outcomes with the associated Reliability Standard.

Self Cortificat]
o—SpotChecking

- i vi iond L
o Self-Reporting
o 3Complaints

Nene
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Violation Severity Levels

Time Violation Severity Levels (CIP-011- )
Horizon
Lower VSL Moderate VSL High VSL Severe VSL
R1 | Operations | Medium | N/A N/A The Responsible Entity | The Responsible
Planning documented, but did Entity haswet

not, implement one or | neither documented
more BCSI protection nor implemented a
program(s). (R1) one or more BES
OR Gybe%ystem
- tnformation-BCSI

The Responsible Entity | protection
documented but did program(s). (R1)
not implement at least
one method to identify
BCSI. (1.1

OR

The Responsible Entity
documented but did
not implement at least
one method to protect
and securely handle

BCSI. (1.2
N/A
R2 | Operations | Lower N/A The Responsible The Responsible Entity | The Responsible
Planning Entity implemented implemented one or Entity has not
one or more more documented documented or
documented processes but did not implemented any
processes but did not | include disposal or processes for
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Time Violation Severity Levels (CIP-011- )
Horizon
Lower VSL Moderate VSL High VSL Severe VSL
include processes for | media destruction applicable
reuse as to prevent processes to prevent requirement parts
the unauthorized the unauthorized in CIP-011-32 Table

retrieval of BES-Cyber | retrieval of BESCyber R3 — BES Cyber

System-tnformation System-tnformation Asset Reuse and
BCSI from the BES BCSI from the BES Disposal. (R2)

Cyber Asset. (2.1) Cyber Asset. (2.2)
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C. Regional Variances
None.

D. Interpretations
None.

E. Associated Documents

Version History

Version

Change Tracking

1 11/26/12 Adopted by the NERC Board of Developed to define
Trustees. the information
protection
requirements in
coordination with other
CIP standards and to
address the balance of
the FERC directives in
its Order 706.
1 11/22/13 FERC Order issued approving CIP-
011-1. (Order becomes effective
on 2/3/14.)
2 11/13/14 Adopted by the NERC Board of Addressed two FERC
Trustees. directives from Order
No. 791 related to
identify, assess, and
correct language and
communication
networks.
2 2/12/15 Adopted by the NERC Board of Replaces the version
Trustees. adopted by the Board
on 11/13/2014. Revised
version addresses
remaining directives
from Order No. 791
related to transient
devices and low impact
BES Cyber Systems.
2 1/21/16 FERC Order issued approving CIP-
011-2. Docket No. RM15-14-000
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W

TBD

Adopted by the NERC Board of

Revised to enhance BES

Trustees

reliability for entities to
manage their BCSI.
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List of Currently Effective NERC Reliability Standards
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Standard Version

BAL-001-2

Title

Real Power Balancing Control Performance

BAL-001-TRE-2

Primary Frequency Response in the ERCOT Region

BAL-002-3

Disturbance Control Standard — Contingency
Reserve for Recovery from a Balancing Contingency
Event

BAL-002-WECC-3

Contingency Reserve

BAL-003-2

Frequency Response and Frequency Bias Setting

BAL-004-WECC-3

Automatic Time Error Correction

BAL-005-1

Balancing Authority Control

BAL-502-RF-03

Planning Resource Adequacy Analysis, Assessment
and Documentation

CIP-002-5.1a Cyber Security — BES Cyber System Categorization

CIP-003-8 Cyber Security — Security Management Controls

CIP-004-6 Cyber Security — Personnel & Training

CIP-005-6 Cyber Security — Electronic Security Perimeter(s)

CIP-006-6 Cyber Security — Physical Security of BES Cyber
Systems

CIP-007-6 Cyber Security — System Security Management

CIP-008-6 Cyber Security — Incident Reporting and Response
Planning

CIP-009-6 Cyber Security — Recovery Plans for BES Cyber
Systems

CIP-010-3 Cyber Security — Configuration Change
Management and Vulnerability Assessments

CIP-011-2 Cyber Security — Information Protection

CIP-013-1 Cyber Security - Supply Chain Risk Management

CIP-014-2 Physical Security

COM-001-3 Communications

COM-002-4 Operating Personnel Communications Protocols

EOP-004-4 Event Reporting



http://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-001-2.pdf
http://www.nerc.com/files/BAL-001-TRE-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-002-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-002-WECC-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-003-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-004-WECC-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-005-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-502-RF-03.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-002-5.1a.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-003-8.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-004-6.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-005-6.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-006-6.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-007-6.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-008-6.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-009-6.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-010-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-011-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-013-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-014-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/COM-001-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/COM-002-4.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-004-4.pdf

Standard Version

Title

EOP-005-3 System Restoration from Blackstart Resources

EOP-006-3 System Restoration Coordination

EOP-008-2 Loss of Control Center Functionality

EOP-010-1 Geomagnetic Disturbance Operations

EOP-011-1 Emergency Operations

FAC-001-3 Facility Interconnection Requirements

FAC-002-3 Facility Interconnection Studies

FAC-003-4 Transmission Vegetation Management

FAC-008-5 Facility Ratings

FAC-010-3 System Operating Limits Methodology for the
Planning Horizon

FAC-011-3 System Operating Limits Methodology for the
Operations Horizon

FAC-014-2 Establish and Communicate System Operating Limits

FAC-501-WECC-2

Transmission Maintenance

INT-006-5 Evaluation of Interchange Transactions

INT-009-3 Implementation of Interchange

IRO-001-4 Reliability Coordination — Responsibilities
IRO-002-7 Reliability Coordination — Monitoring and Analysis
IRO-006-5 Reliability Coordination — Transmission Loading

Relief (TLR)

IRO-006-EAST-2

Transmission Loading Relief Procedure for the
Eastern Interconnection

IRO-006-WECC-3

Qualified Path Unscheduled Flow (USF) Relief

IRO-008-2 Reliability Coordinator Operational Analyses and
Real-time Assessments

IRO-009-2 Reliability Coordinator Actions to Operate Within
IROLs

IRO-010-3 Reliability Coordinator Data Specification and
Collection

IRO-014-3 Coordination Among Reliability Coordinators



http://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-005-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-006-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-008-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-010-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-011-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-001-3.pdf
http://www.nerc.com/AppStandards/ReliabilityStandards/FAC-002-3.pdf?Web=1
http://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-003-4.pdf
https://www.nerc.com/pa/Stand/Project%20201803%20Standards%20Efficiency%20Review%20Require/2018-03_FAC-008-5_clean_01192021.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-010-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-011-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-014-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-501-WECC-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/INT-006-5.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/INT-009-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-001-4.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-002-7.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-006-5.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-006-EAST-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-006-WECC-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-008-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-009-2.pdf
http://www.nerc.com/AppStandards/ReliabilityStandards/IRO-010-3.pdf?Web=1
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-014-3.pdf

Standard Version Title

IRO-017-1 Outage Coordination

IRO-018-1(i) Reliability Coordinator Real-time Reliability
Monitoring and Analysis Capabilities

MOD-001-1a Available Transmission System Capability

MOD-004-1 Capacity Benefit Margin

MOD-008-1 Transmission Reliability Margin Calculation
Methodology

MOD-025-2 Verification and Data Reporting of Generator Real

and Reactive Power Capability and Synchronous
Condenser Reactive Power Capability

MOD-026-1 Verification of Models and Data for Generator
Excitation Control System or Plant Volt/Var Control
Functions

MOD-027-1 Verification of Models and Data for

Turbine/Governor and Load Control or Active
Power/Frequency Control Functions

MOD-028-2 Area Interchange Methodology

MOD-029-2a Rated System Path Methodology

MOD-030-3 Flowgate Methodology

MOD-031-3 Demand and Energy Data

MOD-032-1 Data for Power System Modeling and Analysis

MOD-033-2 Steady-State and Dynamic System Model Validation

NUC-001-4 Nuclear Plant Interface Coordination

PER-003-2 Operating Personnel Credentials

PER-005-2 Operations Personnel Training

PER-006-1 Specific Training for Personnel

PRC-002-2 Disturbance Monitoring and Reporting
Requirements

PRC-004-6 Protection System Misoperation Identification and
Correction

PRC-005-1.1b Transmission and Generation Protection System
Maintenance and Testing

PRC-005-6 Protection System, Automatic Reclosing, and

Sudden Pressure Relaying Maintenance



http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-017-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-018-1(i).pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-001-1a.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-004-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-008-1.pdf
http://www.nerc.com/files/MOD-025-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-026-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-027-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-028-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-029-2a.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-030-3.pdf
http://www.nerc.com/AppStandards/ReliabilityStandards/MOD-031-3.pdf?Web=1
http://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-032-1.pdf
http://www.nerc.com/AppStandards/ReliabilityStandards/MOD-033-2.pdf?Web=1
http://www.nerc.com/AppStandards/ReliabilityStandards/NUC-001-4.pdf?Web=1
https://www.nerc.com/pa/Stand/Reliability%20Standards/PER-003-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PER-005-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PER-006-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-002-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-004-6.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-005-1.1b.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-005-6.pdf

Standard Version

PRC-006-5

Title

Automatic Underfrequency Load Shedding

PRC-006-NPCC-2

Automatic Underfrequency Load Shedding

PRC-006-SERC-02

Automatic Underfrequency Load Shedding
Requirements

PRC-008-0 Implementation and Documentation of
Underfrequency Load Shedding Equipment
Maintenance Program

PRC-010-2 Undervoltage Load Shedding

PRC-011-0 Undervoltage Load Shedding System Maintenance
and Testing

PRC-012-2 Remedial Action Schemes

PRC-017-1 Remedial Action Scheme Maintenance and Testing

PRC-018-1 Disturbance Monitoring Equipment Installation and
Data Reporting

PRC-019-2 Coordination of Generating Unit or Plant
Capabilities, Voltage Regulating Controls, and
Protection

PRC-023-4 Transmission Relay Loadability

PRC-024-2 Generator Frequency and Voltage Protective Relay
Settings

PRC-025-2 Generator Relay Loadability

PRC-026-1 Relay Performance During Stable Power Swings

PRC-027-1 Coordination of Protection Systems for Performance
During Faults

TOP-001-5 Transmission Operations

TOP-002-4 Operations Planning

TOP-003-4 Operational Reliability Data

TOP-010-1(i) Real-time Reliability Monitoring and Analysis
Capabilities

TPL-001-4 Transmission System Planning Performance
Requirements

TPL-007-4 Transmission System Planned Performance for
Geomagnetic Disturbance Events

VAR-001-5 Voltage and Reactive Control



http://www.nerc.com/AppStandards/ReliabilityStandards/PRC-006-5.pdf?Web=1
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-006-NPCC-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-006-SERC-02.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-008-0.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-010-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-011-0.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-012-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-017-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-018-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-019-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-023-4.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-024-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-025-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-026-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-027-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/TOP-001-5.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/TOP-002-4.pdf
http://www.nerc.com/AppStandards/ReliabilityStandards/TOP-003-4.pdf?Web=1
http://www.nerc.com/pa/Stand/Reliability%20Standards/TOP-010-1(i).pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/TPL-001-4.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/tpl-007-4.PDF
https://www.nerc.com/pa/Stand/Reliability%20Standards/VAR-001-5.pdf

Standard Version Title

VAR-002-4.1 Generator Operation for Maintaining Network
Voltage Schedules

VAR-501-WECC- Power System Stabilizer (PSS)
31



http://www.nerc.com/pa/Stand/Reliability%20Standards/VAR-002-4.1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/VAR-501-WECC-3.1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/VAR-501-WECC-3.1.pdf
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Glossary of Terms Used in NERC Reliability Standards
Updated June 28, 2021

This Glossary lists each term that was defined for use in one or more of NERC’s continent-
wide or Regional Reliability Standards and adopted by the NERC Board of Trustees from
February 8, 2005 through June 28, 2021.

This reference is divided into four sections, and each section is organized in alphabetical
order.

Subject to Enforcement

Pending Enforcement

Retired Terms

Regional Definitions

The first three sections identify all terms that have been adopted by the NERC Board of
Trustees for use in continent-wide standards; the Regional definitions section identifies
all terms that have been adopted by the NERC Board of Trustees for use in regional
standards.

Most of the terms identified in this glossary were adopted as part of the development of
NERC’s initial set of reliability standards, called the “Version 0” standards. Subsequent to
the development of Version 0 standards, new definitions have been developed and
approved following NERC’s Reliability Standards Development Process, and added to this
glossary following board adoption, with the “FERC effective” date added following a final
Order approving the definition.

Any comments regarding this glossary should be reported to the NERC Help Desk at
https://support.nerc.net/. Select "Standards" from the Applications drop down menu
and "Other" from the Standards Subcategories drop down menu.



SUBJECT TO ENFORCEMENT

BOT Adoption

FERC Approval

Continent-wide Term Link to Project Page | Acronym Date Date Effective Date Definition
Project 2010- i [ :
Actual Frequency (F.) rojec 2/11/2016 7/1/2016 The Interconnection frequency measured in Hertz (Hz)
14.2.1. Phase 2
The algebraic sum of actual megawatt transfers across all Tie Lines, including Pseudo-Ties, to
Actual Net Interchange Project 2010- and from all Adjacent Balancing Authority areas within the same Interconnection. Actual
(NI) 149 1. Phase 2 2/11/2016 7/1/2016 |megawatt transfers on asynchronous DC tie lines that are directly connected to another
Interconnection are excluded from Actual Net Interchange.
Version 0 The ability of the electric system to supply the aggregate electrical demand and energy
Adequacy Reliability 2/8/2005 3/16/2007 requirements of the end-use customers at all times, taking into account scheduled and
Standards reasonably expected unscheduled outages of system elements.
Adi CBalanc : , : : — . :
jacen a.ancmg Project 2008-12 2/6/2014 6/30/2014 10/1/2014 A BaIarTcmg Authorlty vyhose Balahcmg Au’fhorlty Area is mterconnectele V'Vlth an'other Balancing
Authority Authority Area either directly or via a multi-party agreement or transmission tariff.
Adverse Reliability Coordinate The |mpac’F of an event that results in f_requency—reltc]ted instability; unplanned t.rlpplng of load
) 2/7/2006 3/16/2007 or generation; or uncontrolled separation or cascading outages that affects a widespread area
Impact Operations _
of the Interconnection.
After the Fact Project 2007-14 ATE 10/29/2008 12/17/2009 A time cla§5|f|cat|on assigned to an RFl when the submittal time is greater than one hour after
the start time of the RFI.
Version 0 A contract or arrangement, either written or verbal and sometimes enforceable by law.
Agreement Reliability 2/8/2005 3/16/2007
Standards
. Any Interpersonal Communication that is able to serve as a substitute for, and does not utilize
Alternative Interpersonal , . _ R
Communication Project 2006-06 11/7/2012 4/16/2015 | 10/1/2015 |the same infrastructure (medium) as, Interpersonal Communication used for day-to-day
operation.
A multiplier applied to specify distances, which adjusts the distances to account for the change
Altitude Correction ' i ' ' ' i ifi
Itu I Project 2007-07 2/7/2006 3/16/2007 |n. relative alr'den5|ty (RA[?) due to altitude from the RAD used to determine the 'specn‘led
Factor distance. Altitude correction factors apply to both minimum worker approach distances and to
minimum vegetation clearance distances.
Version 0 Those services that are necessary to support the transmission of capacity and energy from
Ancillary Service Reliability 2/8/2005 3/16/2007 resourc-es-to loads whlle maintaining .rellable op(.e'ratlon ofthe Transmission Service Provider's
Standards transmission system in accordance with good utility practice. (From FERC order 888-A.)
Version 0 An analog filter installed at a metering point to remove the high frequency components of the
Anti-Aliasing Filter Reliability 2/8/2005 3/16/2007 signal over the AGC sample period.
Standards
Version 0 The instantaneous difference between a Balancing Authority’s net actual and scheduled
Area Control Error Reliability ACE 12/19/2012 10/16/2013 4/1/2014 mterchar'\ge,' taking into accou.nt the effec-ts of Fregugncy Bias, correction for meter error,.and
Standards Automatic Time Error Correction (ATEC), if operating in the ATEC mode. ATEC is only applicable
to Balancing Authorities in the Western Interconnection.
The Area Interchange methodology is characterized by determination of incremental transfer
capability via simulation, from which Total Transfer Capability (TTC) can be mathematically
reéa Interchange Project 2006-07 8/22/2008 11/24/2009 derived. Capacity Benefit Margin, Transmission Reliability Margin, and Existing Transmission
Methodology Commitments are subtracted from the TTC, and Postbacks and counterflows are added, to
derive Available Transfer Capability. Under the Area Interchange Methodology, TTC results are
senerallv renarted an an area ta area hasis
Arranged Interchange Project 2008-12 2/6/2014 6/30/2014 10/1/2014 The state where a Request for Interchange (initial or revised) has been submitted for approval.



http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Project-2008-12-Coordinate-Interchange-Standards.aspxhttp:/www.nerc.com/pa/Stand/Pages/Project-2008-12-Coordinate-Interchange-Standards.aspx
http://www.nerc.com/pa/Stand/Pages/Coordinate-Operations.aspx
http://www.nerc.com/pa/Stand/Pages/Coordinate-Operations.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/RelaibilityCoordinationProject20066.aspx
http://www.nerc.com/pa/Stand/Pages/VegetationManagementProject2007-7.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/MOD-V0-Revision.aspx
http://www.nerc.com/pa/Stand/Pages/Project-2008-12-Coordinate-Interchange-Standards.aspx

SUBJECT TO ENFORCEMENT

BOT Adoption | FERC Approval

Continent-wide Term Link to Project Page | Acronym Date Date Effective Date Definition
aining a. ancing Project 2008-12 2/6/2014 6/30/2014 10/1/2014 A Balan-cmg Authority bringing 'generatlor? or load |n.to its effective control boundaries through a
Authority Dynamic Transfer from the Native Balancing Authority.
Automatic Generation Project 2010- A procesfs déSlgned and u.sed to a.dJust a Balancing Afuthorlty Areas Dem.an_d and resources to
Control 147 1. Phase 2 AGC 2/11/2016 9/20/2017 1/1/2019 |help maintain the Reporting ACE in that of a Balancing Authority Area within the bounds
— required by applicable NERC Reliability Standards.

e Y =Bi/BS.
e H = Number of hours used to payback primary inadvertent interchange energy. The value of H
is set to 3.
B. = Frequency Bias Setting for the Balancing Authority Area (MW / 0.1 Hz).

Automatic Time Error Project 2010- 2/11/2016 7/1/2016 e B = Sum of the minimum Frequency Bias Settings for the Interconnection (MW / 0.1 Hz).

Correction (Iatec) 14.2.1. Phase 2 Primary Inadvertent Interchange (Pll,oyqy) is (1-Y) * (e - Bi * ATE/6)
* Il_.ual 1S the hourly Inadvertent Interchange for the last hour.

ATE is the hourly change in system Time Error as distributed by the Interconnection time
monitor,where: ATE = TEend hour — TEbegin hour — TDadj - (t)*(TEoffset)

* TD,q is the Reliability Coordinator adjustment for differences with Interconnection time

monitor control center clocks.
e t is the number of minutes of manual Time Error Correction that occurred during the hour.
® TE ¢t IS 0.000 or +0.020 or -0.020.

Au(t:omatic- Timle Error Project 2010- 2/11/2016 7/1/2016 |® Pllaccum is the Balancing Authority Area’s accumulated Pllhourly in MWh. An On-Peak and Off-
orrection (Iarec) 14.2.1. Phase 2 Peak accumulation accounting is required,
where:
PII; /27/P¢% = last period’s PILge/ah/P¢™ + PIL,puriy

The addition of a component to the ACE equation for the Western Interconnection that modifies the control
point for the purpose of continuously paying back Primary Inadvertent Interchange to correct accumulated
time error. Automatic Time Error Correction is only applicable in the Western Interconnection.

i1 TR

1 1 'hen operating in Automatic Time error correction Mode.The absolute value of Iyrgcshall not
exceed L,

o Iarec Shall be zero when operating in any other AGC mode.
Automatic Time Error

_ Project 2010- ® Lnax is the maximum value allowed for Ixrec set by each BA between 0.2*[B;| and L10, 0.2* | B|< L, < L10 .
Correction (latec)

) 14.2.1. Phase 2 2/11/2016 7/1/2016
continued below... L =165

e £10 is a constant derived from the targeted frequency bound. It is the targeted root-mean-square (RMS)
value of ten-r..10V(Z10B)(10Bs) . ancy error based on frequency performance over a given year. The bound,

€ 10, is the same for every Balancing Authority Area within an Interconnection.



http://www.nerc.com/pa/Stand/Pages/Project-2008-12-Coordinate-Interchange-Standards.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx

SUBJECT TO ENFORCEMENT

BOT Adoption | FERC Approval

Continent-wide Term Link to Project Page | Acronym Effective Date Definition
Date Date
A measure of the flow capability remaining on a Flowgate for further commercial activity over
Available Flowgate ‘ ‘ ‘ isti issi '
g Project 2006-07 AFC 8/22/2008 11/24/2009 and above already committed uses. It is defined as TFC less Existing Transmission Commitments

Capability (ETC), less a Capacity Benefit Margin, less a Transmission Reliability Margin, plus Postbacks, and

plus counterflows.
A measure of the transfer capability remaining in the physical transmission network for further

commercial activity over and above already committed uses. It is defined as Total Transfer
Project 2006-07 ATC 8/22/2008 11/24/2009 Capability less Existing Transmission Commitments (including retail customer service), less a
Capacity Benefit Margin, less a Transmission Reliability Margin, plus Postbacks, plus

: counterflows
Available Transfer A document that describes the implementation of a methodology for calculating ATC or AFC,

Capability and provides information related to a Transmission Service Provider’s calculation of ATC or AFC.
Implementation

Document

Available Transfer
Capability

Project 2006-07 ATCID 8/22/2008 11/24/2009

The responsible entity that integrates resource plans ahead of time, maintains Demand and

Project 2010-
2/11/2016 9/20/2017 1/1/2019 |resource balance within a Balancing Authority Area, and supports Interconnection frequency in

14.2.1. Phase 2

Balancing Authority

real time.
Version O The collection of generation, transmission, and loads within the metered boundaries of the
Balancing Authority Area Reliability 2/8/2005 3/16/2007 Balancing Authority. The Balancing Authority maintains load-resource balance within this area.
Standards
Any single event described in Subsections (A), (B), or (C) below, or any series of such otherwise
single events, with each separated from the next by one minute or less.
A. Sudden loss of generation:
a. Due to
i. unit tripping, or
ii. loss of generator Facility resulting in isolation of the
generator from the Bulk Electric System or from the responsible entity’s System, or
Balancing Contingency | Project 2010-14.1 iii. sudden unplanned outage of transmission Facility;
Event Phase 1 11/5/2015 1/19/2017 1/1/2018 b. And, that causes an unexpected change to the responsible entity’s ACE;
B. Sudden loss of an Import, due to forced outage of transmission equipment that causes an
unexpected imbalance between generation and Demand on the Interconnection.
C. Sudden restoration of a Demand that was used as a resource that causes an unexpected
change to the responsible entity’s ACE.
Version 0 The minimum amount of electric power delivered or required over a given period at a constant
Base Load Reliability 2/8/2005 3/16/2007 rate.
Standards

A Cyber Asset that if rendered unavailable, degraded, or misused would, within 15 minutes of
its required operation, misoperation, or non-operation, adversely impact one or more Facilities,
systems, or equipment, which, if destroyed, degraded, or otherwise rendered unavailable when
BES Cyber Asset Project 2014-02 BCA 2/12/2015 1/21/2016 7/1/2016 needed, would affect the reliable operation of the Bulk Electric System. Redundancy of affected
Facilities, systems, and equipment shall not be considered when determining adverse impact.
Each BES Cyber Asset is included in one or more BES Cyber Systems.



http://www.nerc.com/pa/Stand/Pages/MOD-V0-Revision.aspx
http://www.nerc.com/pa/Stand/Pages/MOD-V0-Revision.aspx
http://www.nerc.com/pa/Stand/Pages/MOD-V0-Revision.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Project-20101421-Phase-2--Balancing-Authority-Reliabilitybased-Controls--BAL0051-and-BAL006.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Project2010-14-1-Phase-1-of-Balancing-Authority-RBC.aspx
http://www.nerc.com/pa/Stand/Pages/Project2010-14-1-Phase-1-of-Balancing-Authority-RBC.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Version-0.aspx
http://www.nerc.com/pa/Stand/Pages/Project-2014-XX-Critical-Infrastructure-Protection-Version-5-Revisions.aspx

SUBJECT TO ENFORCEMENT

Continent-wide Term

Link to Project Page

Acronym

BOT Adoption
Date

FERC Approval
Date

Effective Date

Definition

BES Cyber System

Project 2008-06

11/26/2012

11/22/2013

7/1/2016

One or more BES Cyber Assets logically grouped by a responsible entity to perform one or more
reliability tasks for a functional entity.

BES Cyber System
Information

Project 2008-06

11/26/2012

11/22/2013

7/1/2016

Information about the BES Cyber System that could be used to gain unauthorized access or pose
a security threat to the BES Cyber System. BES Cyber System Information does not include
individual pieces of information that by themselves do not pose a threat or could not be used to
allow unauthorized access to BES Cyber Systems, such as, but not limited to, device names,
individual IP addresses without context, ESP names, or policy statements. Examples of BES
Cyber System Information may include, but are not limited to, security procedures or security
information about BES Cyber Systems, Physical Access Control Systems, and Electronic Access
Control or Monitoring Systems that is not publicly available and could be used to allow
unauthorized access or unauthorized distribution; collections of network addresses; and
network topology of the BES Cyber System.

Blackstart Resource

Project 2015-04

11/5/2015

1/21/2016

7/1/2016

A generating unit(s) and its associated set of equipment which has the ability to be started
without support from the System or is designed to remain energized without connection to the
remainder of the System, with the ability to energize a bus, meeting the Transmission
Operator’s restoration plan needs for Real and Reactive Power capability, frequency and voltage
control, and that has been included in the Transmission Operator’s restoration plan.

Block Dispatch

Project 2006-07

8/22/2008

11/24/2009

A set of dispatch rules such that given a specific amount of load to serve, an approximate
generation dispatch can be determined. To accomplish this, the capacity of a given generator is
segmented into loadable “blocks,” each of which is grouped and ordered relative to other blocks
(based on characteristics including, but not limited to, efficiency, run of river or fuel supply
considerations. and/or “must-run” status)

Bulk Electric System
(continued below)

Project 2010-17

BES

11/21/2013

3/20/2014

7/1/2014
(Please see
the Imple-
mentation
Plan for
Phase 2
Compliance
obligations.)

Unless modified by the lists shown below, all Transmission Elements operated at 100 kV or
higher and Real Power and Reactive Power resources connected at 100 kV or higher. This does
not include facilities used in the local distribution of electric energy.

Inclusions:

e |1 - Transformers with the primary terminal and at least one secondary terminal operated at
100 kV or higher unless excluded by application of Exclusion E1 or E3.

e |2 — Generating resource(s) including the generator terminals through the high-side of the step;
up transformer(s) connected at a voltage of 100 kV or above with:

a) Gross individual nameplate rating greater than 20 MVA. Or,

b) Gross plant/facility aggregate nameplate rating greater than 75 MVA.

e |3 - Blackstart Resources identified in the Transmission Operator’s restoration plan.



http://www.nerc.com/pa/Stand/Pages/Project_2008-06_Cyber_Security_Version_5_CIP_Standards.aspx
http://www.nerc.com/pa/Stand/Pages/Project_2008-06_Cyber_Security_Version_5_CIP_Standards.aspx
http://www.nerc.com/pa/Stand/Pages/Project-2015-04-Alignment-of-Glossary-of-Terms-(NERC-Reliability-Standards-and-the-Rules-of-Procedure).aspx
http://www.nerc.com/pa/Stand/Pages/MOD-V0-Revision.aspx
http://www.nerc.com/pa/Stand/Pages/Project2010-17_BES.aspx

SUBJECT TO ENFORCEMENT

BOT Adoption

FERC Approval

Continent-wide Term Link to Project Page | Acronym Date Date Effective Date Definition
e |4 - Dispersed power producing resources that aggregate to a total capacity greater than 75
MVA (gross nameplate rating), and that are connected through a system designed primarily for
delivering such capacity to a common point of connection at a voltage of 100 kV or above.
Thus, the facilities designated as BES are:
7/1/2014
(Please see |a) The individual resources, and
the Imple- |b) The system designed primarily for delivering capacity from the point where those resources
Bulk E.Iectric System Project 2010-17 BES 11/21/2013 3/20/2014 mentation |aggregate to greater than 75 MVA to a common point of connection at a voltage of 100 kV or
(continued below) Plan for |above.
Phase 2 |® I5 =Static or dynamic devices (excluding generators) dedicated to supplying or absorbing
Compliance |Reactive Power that are connected at 100 kV or higher, or through a dedicated transformer with
obligations.) |a high-side voltage of 100 kV or higher, or through a transformer that is designated in Inclusion
11 unless excluded by application of Exclusion E4.
Exclusions:
¢ E1 - Radial systems: A group of contiguous transmission Elements that emanates from a single
point of connection of 100 kV or higher and:
a) Only serves Load. Or,
7/1/2014 b) Only includes generation resources, not identified in Inclusions 12, 13, or 14, with an aggregate
(Please see capacity less than or equal to 75 MVA (gross nameplate rating). Or,
. the Imple- c) Where the radial system serves Load and includes generation resources, not identified in
Bulk Electric System Project 2010-17 BES 11/21/2013 3/20/2014 mentation Inclusions 12, 13 or 14, with an aggregate capacity of non-retail generation less than or equal to
(continued) Plan for 75 MVA (gross nameplate rating).
Phase 2
Cor.npli.ance Note 1 — A normally open switching device between radial systems, as depicted on prints or one-
obligations.) line diagrams for example, does not affect this exclusion.
g ple,
Note 2 — The presence of a contiguous loop, operated at a voltage level of 50 kV or less,
between configurations being considered as radial systems, does not affect this exclusion.
7/1/2014 |e E2 - A generating unit or multiple generating units on the customer’s side of the retail meter
(Please see |that serve all or part of the retail Load with electric energy if: (i) the net capacity provided to the
the Imple- |BES does not exceed 75 MVA, and (ii) standby, back-up, and maintenance power services are
Bulk Electric System Project 2010-17 BES 11/21/2013 3/20/2014 mentation |provided to the generating unit or multiple generating units or to the retail Load by a Balancing
(continued) Plan for | authority, or provided pursuant to a binding obligation with a Generator Owner or Generator
Phase 2 Operator, or under terms approved by the applicable regulatory authority.
Compliance

obligations.)
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e E3 - Local networks (LN): A group of contiguous transmission Elements operated at less than
300 kV that distribute power to Load rather than transfer bulk power across the interconnected
7/1/2014 |system. LN’s emanate from multiple points of connection at 100 kV or higher to improve the
(Please see |level of service to retail customers and not to accommodate bulk power transfer across the
the Imple- |interconnected system. The LN is characterized by all of the following:
Bulk Electric System , mentation
(continuezli) Project 2010-17 BES 11/21/2013 3/20/2014 Plan for |a) Limits on connected generation: The LN and its underlying Elements do not include
Phase 2 |generation resources identified in Inclusions 12, I3, or 14 and do not have an aggregate capacity
Compliance |of non-retail generation greater than 75 MVA (gross nameplate rating);
obligations.) |P) Real Power flows only into the LN and the LN does not transfer energy originating outside the
LN for delivery through the LN; and
c) Not part of a Flowgate or transfer path: The LN does not contain any part of a permanent
7/1/2014 |Flowgate in the Eastern Interconnection, a major transfer path within the Western
(Please see Interconnection, or a comparable monitored Facility in the ERCOT or Quebec Interconnections,
the Imple- |and is not a monitored Facility included in an Interconnection Reliability Operating Limit (IROL).
Bulk Electric System mentation
(continuez;) Project 2010-17 BES 11/21/2013 3/20/2014 Plan for |® E4 —Reactive Power devices installed for the sole benefit of a retail customer(s).
Phase 2
Compliance |Note - Elements may be included or excluded on a case-by-case basis through the Rules of
obligations.) Procedure exception process.
Bulk-Power System:
(A) facilities and control systems necessary for operating an interconnected electric energy
transmission network (or any portion thereof); and
(B) electric energy from generation facilities needed to maintain transmission system reliability.
Bulk-Power System Project 2015-04 11/5/2015 1/21/2016 7/1/2016  |The term does not include facilities used in the local distribution of electric energy. (Note that
the terms “Bulk-Power System” or “Bulk Power System” shall have the same meaning.)
Version 0 Operation of the Bulk Electric System that violates or is expected to violate a System Operating
Burden Reliability 2/8/2005 3/16/2007 Limit or Interconnection Reliability Operating Limit in the Interconnection, or that violates any
Standards other NERC, Regional Reliability Organization, or local operating reliability standards or criteria.
Bus-tie Breaker Project 2006-02 8/4/2011 10/17/2013 1/1/2015 A circuit breaker that is positioned to connect two individual substation bus configurations.
The amount of firm transmission transfer capability preserved by the transmission provider for
_ Load-Serving Entities (LSEs), whose loads are located on that Transmission Service Provider’s
Version 0 . :
, _ , — system, to enable access by the LSEs to generation from interconnected systems to meet
Capacity Benefit Margin gfa“nadba:lrlg\; CBM 2/8/2005 3/16/2007 generation reliability requirements. Preservation of CBM for an LSE allows that entity to reduce

its installed generating capacity below that which may otherwise have been necessary without
interconnections to meet its generation reliability requirements. The transmission transfer
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Capacity Benefit Margin A document that describes the implementation of a Capacity Benefit Margin methodology.
Implementation Project 2006-07 CBMID 11/13/2008 11/24/2009
Document
Version 0 A capacity emergency exists when a Balancing Authority Area’s operating capacity, plus firm
Capacity Emergency Reliability 2/8/2005 3/16/2007 purchases from other systems, to the extent available or limited by transfer capability, is
Standards inadequate to meet its demand plus its regulating requirements.
The uncontrolled successive loss of System Elements triggered by an incident at any location.
Cascading Project 2015-04 11/5/2015 1/21/2016 7/1/2016 |Cascading results in widespread electric service interruption that cannot be restrained from
sequentially spreading beyond an area predetermined by studies.
A situation that involves or threatens to involve one or more of the following, or similar,
conditions that impact safety or BES reliability: a risk of injury or death; a natural disaster; civil
C”_’ Exceptional Project 2008-06 11/26/2012 | 11/22/2013 | 7/1/2016 |unrestan imminent or existing hardware, software, or equipment failure; a Cyber Security
Circumstance Incident requiring emergency assistance; a response by emergency services; the enactment of a
mutual assistance agreement; or an impediment of large scale workforce availability.
A single senior management official with overall authority and responsibility for leading and
CIP Senior Manager Project 2008-06 11/26/2012 | 11/22/2013 | 7/1/2016 |managing implementation of and continuing adherence to the requirements within the NERC
CIP Standards, CIP-002 through CIP-011.
Version 0 The 60-minute period ending at :00. All surveys, measurements, and reports are based on Clock
Clock Hour Reliability 2/8/2005 3/16/2007 Hour periods unless specifically noted.
Standards
Version 0 Production of electricity from steam, heat, or other forms of energy produced as a by-product of
Cogeneration Reliability 2/8/2005 3/16/2007 another process.
Standards
Version 0 The entity that monitors, reviews, and ensures compliance of responsible entities with reliability
Compliance Monitor Reliability 2/8/2005 3/16/2007 standards.
Standards
Composite Confirmed Project 2008-12 2/6/2014 6/30/2014 10/1/2014 The energy profile (ir.1cluding non-default ramP) throughogt a givejn time period, based on the
Interchange aggregate of all Confirmed Interchange occurring in that time period.
. : The total complement of Protection System(s) that function collectively to protect an Element.
Composite Protection , , , _ _
System 2010-05.1 8/14/2014 5/13/2015 7/1/2016 |Backup protection provided by a different Element’s Protection System(s) is excluded.
Confirmed Interchange | Project 2008-12 2/6/2014 6/30/2014 10/1/2014 The state where no party has denied and all required parties have approved the Arranged
Interchange.
| Version O A report that the Interchange Distribution Calculator issues when a Reliability Coordinator
Congestion Management Reliability 2/8/2005 3/16/2007 initiates the Transmission Loading Relief procedure. This report identifies the transactions and
Report Standards native and network load curtailments that must be initiated to achieve the loading relief
reauested bv the initiating Reliabilitv Coordinator.
All Load that is no longer served by the Transmission system as a result of Transmission
Consequential Load Loss | Project 2006-02 8/4/2011 10/17/2013 1/1/2015 |Facilities being removed from service by a Protection System operation designed to isolate the
fault.
Version 0 A transmission facility (line, transformer, breaker, etc.) that is approaching, is at, or is beyond its
Constrained Facility Reliability 2/8/2005 3/16/2007 System Operating Limit or Interconnection Reliability Operating Limit.
Standards
Version 0 An agreed upon electrical path for the continuous flow of electrical power between the parties
Contact Path Reliability 2/8/2005 3/16/2007 of an Interchange Transaction.

Standards
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Version 0 The unexpected failure or outage of a system component, such as a generator, transmission
Contingency Reliability 2/8/2005 3/16/2007 line, circuit breaker, switch or other electrical element.
Standards
Contingency Event Project 2010-14.1 A !oerioq that begins at the time that the resource output begins to decline within the fi.rst one-
. 11/5/2015 1/19/2017 1/1/2018 |minute interval of a Reportable Balancing Contingency Event, and extends for fifteen minutes
Recovery Period Phase 1
thereafter.
The provision of capacity that may be deployed by the Balancing Authority to respond to a
Balancing Contingency Event and other contingency requirements (such as Energy Emergency
Alerts as specified in the associated EOP standard). A Balancing Authority may include in its
restoration of Contingency Reserve readiness to reduce Firm Demand and include it if, and only
. if, the Balancing Authority:
Contingency Reserve Project 2010-14.1 11/5/2015 1/19/2017 1/1/2018 |* is experiencing a Reliability Coordinator declared Energy Emergency Alert level, and is utilizing
Phase 1 its Contingency Reserve to mitigate an operating emergency in accordance with its emergency
Operating Plan.
e is utilizing its Contingency Reserve to mitigate an operating emergency in accordance with its
emergency Operating Plan.
ContingerTcy Resgrve Project 2010-14.1 11/5/2015 1/19/2017 1/1/2018 A period not exceeding 90 minutes following the end of the Contingency Event Recovery Period.
Restoration Period Phase 1
One or more facilities hosting operating personnel that monitor and control the Bulk Electric
System (BES) in real-time to perform the reliability tasks, including their associated data centers,
Control Center Project 2008-06 11/26/2012 | 11/22/2013 | 7/1/2016 |of: 1) a Reliability Coordinator, 2) a Balancing Authority, 3) a Transmission Operator for
transmission Facilities at two or more locations, or 4) a Generator Operator for generation
Facilities at two or mare locations.
Control Performance Version 0 The reliability standard that sets the limits of a Balancing Authority’s Area Control Error over a
Reliability CPS 2/8/2005 3/16/2007 specified time period.
Standard
Standards
Phase llI-IV A list of actions and an associated timetable for implementation to remedy a specific problem.
Corrective Action Plan Planning 2/7/2006 | 3/16/2007
Standards -
Archive
Phase llI-IV A portion of the electric system that can be isolated and then energized to deliver electric
Cranking Path Planning 5/2/2006 3/16/2007 power from a generation source to enable the startup of one or more other generating units.
Standards -
Archive
Version 0 A reduction in the scheduled capacity or energy delivery of an Interchange Transaction.
Curtailment Reliability 2/8/2005 3/16/2007
Standards
Version 0 The minimum Transfer Distribution Factor which, if exceeded, will subject an Interchange
Curtailment Threshold Reliability 2/8/2005 3/16/2007 Transaction to curtailment to relieve a transmission facility constraint.
Standards
Cyber Assets Project 2008-06 11/26/2012 11/22/2013 7/1/2016 Programmable electronic devices, including the hardware, software, and data in those devices.
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Project 2018-02 A malicious act or suspicious event that:
Modifications to - For a high or medium impact BES Cyber System, compromises or attempts to compromise (1)
Cyber Security Incident | CIP-008 Cyber 2/7/2019 6/20/2019 1/1/2021 |an Electronic Security Perimeter, (2) a Physical Security Perimeter, or (3) an Electronic Access
Security Incident Control or Monitoring System; or
Reporting - Disrupts or attemnts to disrupnt the oneration of a BES Cvber Svstem
Determine Facility Fault clearing consistent with correct operation of a breaker failure protection system and its
Ratings, Operating associated breakers, or of a backup protection system with an intentional time delay.
Delayed Fault Clearing Limits, and 11/1/2006 12/27/2007
Transfer
Capabilities
1. The rate at which electric energy is delivered to or by a system or part of a system, generally
Version O expressed in kilowatts or megawatts, at a given instant or averaged over any designated interval
Demand Reliability 2/8/2005 3/16/2007 of time.
Standards 2. The rate at which energy is being used by the customer.
Demand-Side | DSM 5/6/2014 2/19/2015 7/1/2016 All activities or programs undertaken by any applicable entity to achieve a reduction in Demand.
Management Project 2010-04
A data communication link that is established when the communication equipment dials a
Dial-up Connectivity Project 2008-06 11/26/2012 | 11/22/2013 | 7/1/2016 |phone number and negotiates a connection with the equipment on the other end of the link.
: Demand-Side Management that is under the direct control of the system operator. DCLM may
Direct Control Load , _ T , _ ,
Management Project 2008-06 DCLM 2/8/2005 3/16/2007 control the electric supply to individual appliances or equipment on customer premises. DCLM
as defined here does not include Interruptible Demand.
A set of dispatch rules such that given a specific amount of load to serve, an approximate
Dispatch Order Project 2006-07 8/22/2008 11/24/2009 generation dispatch can be determined. To accomplish this, each generator is ranked by
priority.
. Version 0 Substation load information configured to represent a system for power flow or system
Dispersed Load by - _ _
Substations Reliability 2/8/2005 3/16/2007 dynamics modeling purposes, or both.
Standards
Version 0 The portion of an Interchange Transaction, typically expressed in per unit that flows across a
Distribution Factor Reliability DF 2/8/2005 3/16/2007 transmission facility (Flowgate).
Standards
Provides and operates the “wires” between the transmission system and the end-use customer.
For those end-use customers who are served at transmission voltages, the Transmission Owner
Distribution Provider | Project 2015-04 DP 11/5/2015 1/21/2016 7/1/2016 |also serves as the Distribution Provider. Thus, the Distribution Provider is not defined by a
specific voltage, but rather as performing the distribution function at any voltage.
1. An unplanned event that produces an abnormal system condition.
Version 0 2. Any perturbation to the electric system.
Disturbance Reliability 2/8/2005 3/16/2007 3. The unexpected change in ACE that is caused by the sudden failure of generation or
Standards interruption of load.
. Version 0 The reliability standard that sets the time limit following a Disturbance within which a Balancing
Disturbance Control .
Reliability DCS 2/8/2005 3/16/2007 Authority must return its Area Control Error to within a specified range.
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